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1. COKPALUEHUA, TEPMUHDbI U ONPELOEJNEHUA

1.1. TepMuHbI 1 onpeaeneHns

B HacTosdLeM JOKYyMeHTe NCNOoMb30BaHbl crieqyowme TepMyHbl U onpeaerneHus:

1.1.1. besonacHOCTb NepcoHarbHbIX AaHHbIX — COCTOAHNE 3aLLMLLEHHOCTU NEPCOHArbHbIX
AaHHbIX OT HENpaBOMEpPHbIX OENCTBUN, XapaKTepmndyemoe CrnoCcoBHOCTLIO Nosib3oBaTereun,
TEXHUYECKMX CPEACTB U MHAOPMALMOHHBIX cucteM obecneuntb KoHUOEHUMaNbHOCTb,
LEenoCTHOCTb N AOCTYMHOCTb NepCOoHanbHbIX AaHHbIX Npu nx obpaboTke, HE3aBUCUMO OT
dopMbI X NpeacTaBfeHUS.

1.1.2. BpegoHocHoe nporpamMmmMmHoe obecnevyeHne — nporpammMmHoe obecneyeHue,
npegHasHavyeHHoe ANl OCYLLeCTBIIEHUS HECaHKUMOHMPOBAHHOIO Joctyna wu (Mnu)
BO30ENCTBUA Ha nepcoHasnbHble AaHHble WUNU pecypcbl MHAPOPMALMOHHOW CUCTEMBI
nepcoHanbHbIX AaHHbIX.

1.1.3. JoCTynHOCTb ~ NepcoHasnbHbIX  AaHHbIX — BO3MOXHOCTb  BGecnpensTCTBEHHOrO
Nosly4eHNs CaHKLMOHMPOBAHHOIO 4OCTYNa K NepCoHasnbHbIM AaHHbIM NULAMKU, UMEOLLUMUN
npaBo Ha Takoun JOCTY.

1.1.4. 3awmTa nHopMauun — AeATeNbHOCTb, HanpaBieHHast Ha NpeaoTBPaLLEHNE YTEYKN
3awmiiaemMon nHopmaunm, HeCaHKLUMOHNPOBAHHbBIX U HENpeaHaMeEPEHHbIX BO34EeNCTBUN
Ha 3aluaemyo nHopmaumio.

1.1.5. HdopmaLumoHHas cuctema nepcoHasibHbIX JaHHbIX — COBOKYMHOCTb COAEPKaLLNXCA
B 06asax [faHHbIX nepcoHanbHbIX AaHHbIX W obecnedmBarolWmnx wUx 006paboTky
MHPOPMALMOHHBIX TEXHOMNOIMMM N TEXHUYECKNX CPEeaCTB.

1.1.6. IHumMaeHT 6e3onacHOCTM NepcoHanbHbIX AaHHbIX — Nloboe HenpeasuaeHHOE UNu
HexenaTenbHoe CcobblTue, KOTOPOE MOXET HapywuTb 6e30nacHOCTb NepCcoHarnbHbIX
AaHHbIX, YTO MOXET MOBreYb 3a coboNn HapyLeHne aeaTenbHocTM KomnaHmn.

1.1.7. KoHbmaeHUmManbHOCTb NepCoHarnbHbIX AaHHbIX — 0bs13aTenbHoe Ana cobnogeHus
onepaTtopoM UMK MHbIM MOMYYUBLLMM AOCTYN K NePCOHarbHbIM AaHHbIM NULLOM TpeboBaHue
He pacKkpblBaTb TPETbUM NMuUaM U He [onyckaTb UX pacnpocTpaHeHUa Npu OTCYTCTBUMU
cornacus cybbekta nepcoHanbHbIX AaHHbIX UM MHOTO 3aKOHHOMO OCHOBaHMUS.

1.1.8. Kpuntorpadumyeckas 3awmra — 3almTta nHpopmMmaumm oT ee HeCaHKLMOHUPOBAHHOMN
MogudumkaumMm M goctyna  MOCTOPOHHMX UL NpyM NOMOWM  anropuTMoB
Kpuntorpadguyeckoro npeobpasoBaHus.

1.1.9. MexceTeBOW 3KpaH — nokanbHoe (O4HOKOMMOHEHTHOE) Wnn YHKLUNOHANBHO-
pacnpefeneHHoe nporpaMMmHoe (MporpaMMHoO-annapaTtHoe) CpeacTBO  (KOMMMEKC),
peanusylollee KOHTPONb 3a UHopMauueun, noctynarwen B MHPOPMaLNOHHYIO CUCTEMY

nepcoHarbHbIX 4aHHbIX U (MNK) BbIXOASILLEN U3 MHPOPMALIMOHHOWN CUCTEMBI.



1.1.10. HecaHKUMOHUPOBAHHbIN LOCTYN (HECAHKUMOHWPOBAHHbLIE OEWUCTBUA) — OOCTYn K
WHOpMaUuM UnNn OencTBua ¢ uHdopmauuen, Hapylwawlwue npasuna pasrpaHnYyeHns
AocTyna C MCMNosSib30BaHUEM LUTaATHbIX CPeacTB, npefocTaBnseMblX UHOPMALUOHHbLIMU
cucTeMamm nepcoHarnbHbIX AAaHHbIX.

1.1.11. O6bpaboTka nepcoHasnbHbIX [faHHbIX — noboe pJencteme (onepauus) wnu
COBOKYMHOCTb JeucTeui (onepauui), CcCoBeplUaeMblX C WUCMNOMb30BaHNEM CPEACTB
aBTOMaTM3auum unm 6e3 MCnonb3oBaHWA TakuX CpeacTB C MepCoHarnbHbIMU AaHHbIMMU,
BKMNoYaa cbop, 3anncb, CUCTeMaTM3auuto, HakKomnsfeHne, XpaHeHue, YTOYHEHue
(obHOBREHME, U3MEHEHUE), U3BMEYEHNe, UCMOoNb30oBaHMe, nepegady (pacnpocTpaHeHue,
npegocrasnieHne, [ocTyn), obeanuyuBaHue, GrOKMpOBaHWe, yOaneHue, YHUYTOXEeHue
nepcoHanbHbIX OaHHbIX.

1.1.12. O6bem obGpabaTbiBaeMbIX MNEPCOHANbHbIX AaHHbIX — KONMYECTBO CYObEKTOB
nepcoHanbHbIX AaHHbIX, YbM AaHHble obpabaTbiBatoTca B KomnaHmu.

1.1.13. lNepcoHanbHble AdaHHble — nbas MHGopMaUMs, OTHOCALAsACA K MPsSMO UK
KOCBEHHO OnpeaenieHHoMy unu onpegenseMomy dusmndeckomy nuuy (cybbekty
nepcoHarbHbIX JaHHbIX).

1.1.14. MNonb3oBaTenb MNepcoHarnbHbIX [daHHbIX — §NUUO, Yy4acTBylulee B npolecce
006paboTkn NnepcoHanbHbIX AaHHbIX UM UCNONb3yloLlee pe3ynbTaThl Takon o6paboTku.
1.1.15. MNpouecc 06paboTkn nepcoHanbHbIX AaHHbIX — OuaHec-npouecc KomnaHun, B
pamkax KoToporo ocyLiecTtsrnseTcs obpaboTka nepcoHanbHbIX aHHbIX.

1.1.16. CpeacTBO BbIMUCANTESNIBHOM TEXHUKM — COBOKYNMHOCTb NPOrPaMMHbIX M TEXHUYECKUX
anemMeHToB cucteM 06paboTkM AaHHbIX, CMNOCOBOHbLIX PYHKLMOHNPOBATL CaMOCTOATENbHO
UNn B cocTtaee APYrnx CUCTEM.

1.1.17. CpeacTtso 3awuTbl MHOPMaUMM — TEXHUYECKOoe, MporpaMMHoOe, MNporpaMMHO-
TeXHU4Yyeckoe CpeacTtso, BewecTtBo M (Mnu) Matepuan, npegHasHavyeHHble unu
ncnonb3yemMble Ans 3aWwuTbl MHpopmauum.

1.1.18. Yrpo3bl ©6e30nacHOCTM nNepcoHanbHbIX AaHHbIX — COBOKYMHOCTb YCNOBUA WU
haKkTopoB, CO34alOLMX OMAaCHOCTb HECaHKUUMOHUPOBAHHOIO, B TOM 4uCMe Cry4anHoro,
AOCTyna K nepcoHanbHbIM OAaHHbIM, pPe3ynbTaTOM KOTOPOro MOXET CTaTb YHUYTOXEHWe,
n3mMeHeHue, 6NOKNpoOBaHME, KONMPOBaAHWE, pacnpocTpaHeHne NepCoHanbHbIX AaHHbIX, a
TaKKe MHbIX HECAHKLWNOHMPOBAHHbLIX OEUCTBUA NMpu Mx obpaboTke B MHAOPMALMOHHON
cucTeMe nepcoHarnbHbIX JaHHbIX.

1.1.19. YHMYTOXEHNE NepCcoHarnbHblX [AaHHbIX — [OEWUCTBUHA, B pes3ynbTate KOTOpPbIX
CTaHOBUTCA HEBO3MOXHbIM BOCCTAHOBUTb COAEepXaHWe MNepcoHaribHbIX [OaHHbIX B
WH(POPMALMOHHON CUCTEME MEePCOHarnbHbIX AaHHbIX W (MKM) B pes3ynbTaTe KOTOPbIX

YHUYTOXAKTCA MaTepualribHble HOCUTENN NepCOHalNbHbIX AAaHHbIX.



1.1.20. LleJ'IOCTHOCTb nepcoHaribHbIX JaHHbIX — CNocoBHOCTb cpencrtea BbIYNCNNTENBHOWN

TEXHUKN UITN MH(*)OpMaLlMOHHOVI cuctembl obecneumBatb HEUM3MEHHOCTb nepcoHalribHbIX

OaHHbIX B YCITOBUAX CﬂyanIHOFO n/vinn npegHamMmepeHHOro NX NCKaxXeHn4 (pa3pymeH|/|;|).

1.2. Ucnonb3yemble coKpalieHus

B HacToswem OOKYMEHTE UCNOJIb30BaHbl COKpaLLleHUA, npmneeeHHbIE B Tabnuue 1.

Tabnuua 1. CokpawieHusa

CokpalueHue OnucaHue
nb MHdopmaLmoHHas 6e3onacHoCcTb
necnou MHdopmaLmMoHHasa cuctema nepcoHanbHbIX aHHbIX
nuT NHdopMaLMOoHHbIE TEXHONOMMK
nBec JlokanbHasa BblMMCANTENBHANA CETb
HCO HecaHKUMOHNPOBaHHbLIV AOCTYN
nax [MepcoHanbHble AaHHbIE
no MporpammHoe obecneyeHne
CBT CpencTBo BbIYUCTIUTENBHOW TEXHUKN
C3u CpeqncTeo 3awmTbl MHGOPMaLmm
c3naux Cuctema 3alnTbl NepcoHarnbHbIX AaHHbIX
CKC CTpyKTypmpoBaHHas kabenbHasa cuctema
CKya Cucrtema KoHTpONA yrnpaBneHnsa 4oCTynom
YBINaH Yrpo3a 6e30nacHOCTU NepPCoHarnbHbIX AaHHbIX




2. HABHAYEHME U OBJIACTb OEUCTBUA OOKYMEHTA

2.1. Hactosuwee [lonoxeHne o6 obecneyeHunm 6e30MaCHOCTU MNEPCOHasbHbIX OAHHbIX
(nanee — MNonoxeHne) NnpeaHasHa4YeHo A5 NPUMEHEHMS NPU OpraHn3auun 1 NpoBeaeHUN
cnegywowmx pabort:

—  nogaepxaHune nopsgka obecnedveHuss 6esonacHoctn MOH B AO «Bepodapm»
(oanee — KomnaHusa) B cooTBeTCTBMM C TpeboBaHNAMU HOPMATUBHbLIX AOKYMEHTOB PO,
pernaMmeHTUpYLWmMX AaHHY0 o6nacTb;

- obecnedyeHne LENOCTHOCTU, KOHUMAEHUManNbHOCTM M pgoctynHoctn TOH npu wmx
obpaboTke B KomnaHuy;

- onpegenexHne mep no 3awmte MNOH, obpabaTbiBaeMbiX B T. 4. 6€3 MCNONb30BaHUSA
cpencTB aBToMaTU3aLumm.

2.2. TpeboBaHna Hactosiwero [lonoxeHns pacnpoCTPaHAKTCS Ha  CTPYKTYpHble
nogpasgenexma KomnaHum n gOmKHOCTHbIX AL, NPUHMMAOLWMX y4acTne B obecnevyeHmm
©e3onacHoctu MNAOH.

2.3. Hactosiwee [lonoxeHne He pacnpocTpaHsieTca Ha obecnedyeHne ©Ge3onacHOCTU
CBEAEHUN OrpaHMyYeHHoro Aoctyna (B T.4. KOHMAEHUMANbHOW WHGOpMauumK), He
cogepxawmx MOH.

2.4. Hactoswee [llonoxeHne JormkeH ObiTb OOBeLeHO OO BCEX NUL, YYacTBYHOLWMX B

obecneyenunn 6e3onacHocTm MNAH B KomnaHun, nog noanuce.



3. OBLLWME NONOXKEHUA

3.1. MeponpusaTtua no obecneveHuto 6esonacHocTu MNMOAH B KoMnaHum ocyLlecTBNATCA B
pamkax CuctemMbl 3aWMTbl NepcoHanbHbIX AaHHbIX (ganee — C3l10H). MeponpuaTtua no
obecnedveHnto besonacHocTu MNOH cocToAaT n3 cnegyowmx pabor:

— paboTbl No obecneyeHnto 6esonacHocTu MNOH B pamkax xunsHeHHoro uukna NCIOH;

—  MOHWUTOPWHT U NflaHUPOBaHUE;

—  MoAepHu3aums;

—  aKcnnyataums;

— pearvpoBaHue Ha MHUMOeHTbl 6e3onacHoCTy;

—  BHYTPEHHMWE KOHTPOSbHbLIE MEPONPUATUS;

—  KOppeKTupylrLine encTBus.

3.2. CocTaB, nocnegoBaTenlbHOCTb M NEPUOAUYHOCTb MPOBEAEHMSI yKasaHHbIX paboT
onucaHbl B HacTosilwem [lonoxeHun M MOrytT MEeHATbCA NpU U3MEHEHUM NpPOLLEeCCOB

obpaboTkn n obecnedeHns 6esonacHoctn NOH B KomnaHuu, a Takke UT-nHppacTpyKTypbl.



4. MEPOMNPUATUA B PAMKAX XU3HEHHOI'O LUKIA
MHPOPMALIMOHHbLIX CUCTEM NEPCOHAJIbHbIX OAHHbIX

4.1. PaboTbl no obecneveHnto 6e3zonacHoctn MNOH npn nx obpabotke B UCIOH aBnsaoTCS
HEOTbEMIIEMON YacTblo paboT, BLIMOMHAEMbIX B paMKax >XuM3HeHHoro uwmkna WCIOH.
PaboTbl no obecneveHuto 6esonacHocTu MNOH npuBAsaHbl K xxmusHeHHomy uukny VCIOH, a
WMEHHO, K criegyroLwmm atanam:

—  MHUumanusauus npoekta no codganuto NCIOH;

— npoekTtupoBaHue NCI10H;

— peanusauna NCIMOH;

— akcnnyartauusa NCIaw;

— BbIBOg VCIOH 13 akcnnyatayuu.

Heobxoanmble paboTbl no 3awumte MNOH ¢ npuBA3Kon Kk aTanam »xusHeHHoro uunkna ACIMOH
npueegeHbl B Tabnuue 2.

Tabnuua 2. OnucaHne Heobxoanmblx paboT no 3awmTe MNOH Ha oTAEeNbHbLIX 3Tanax

XunaHeHHoro uunkna ACIMOx

Ne | Crapgusa cywectBoBaHusa UCTIOH, [eTanu3aums npoBoaUMBIX paGoT

n/n HeobGxoAuMbIe MeponpuUATUs
1 |MHuyuanusayusi npoekma no co3daHuro ACTOH
1.1 |Onpegenenune ACTOH Mpn cosgaHum HOBOWM WMHMOPMAUMOHHOM cucCTeMbl  (Mnn

CYLLECTBEHHOM WM3MEHEHMM CYyLLIECTBYIOLLEN) onpedensiercs
HeobxogumocTb obpabotkn [MOH. Ecnm obpabotka [0H
HeobxoguMma, TO cuctemMa OOBABMASETCS WMH(OPMALMOHHOMN
CUCTEMON NepcoHarnbHbIX AaHHbIX, MO0 BKMOYaeTCs B COCTaB
yxe cywectytowen NCINOH

1.2 |OnpegeneHue Kno4veBbIX CBeEAEHUI |Ha gaHHOM aTane Npou3BOAUTCA:

06 NCIMOH - onpegerneHne nepedHs u kateropum [N[OH, koTopble OyayT
obpabaTbiBaTbca B NCTH;

- onpegenenne uenen obpabotkn [N[H, NepeyHs OCHOBHbIX
npoueccor obpaboTtku MNOH B pamkax NCIOH;

- onpegerneHve  nepevyHs  MpUKIagHoro  MpOrpamMmHOro
obecneyeHunsi, annapaTHbIX cpeacTB 06paboTku 1 3awmTbl MNOH,
npegnonaraemMblix K ncronb3oBaHuto B coctase NCIOH

1.3 |[MpaBoBass oOuUeHKa BO3MOXHOCTM|Ha pgaHHOM 3Tane mnpoM3BOAMTCA OLEeHKa COOTBETCTBUS
co3ganusa NCIMOH npoueccoB obpaboTkm MOH B pamkax WCIOH npuHuunam u
npasunam o6pabotku [MOH, yka3aHHbIM B [OOKYMEHTE
«lMonoxeHne 06 o06paboTke NepcoHarnbHbIX AaHHbIX». B
YaCTHOCTU NMPOU3BOAUTCH OLIEHKa:

- uenen obpaboTkm MNAH;

- onepauumn, koTopble ByayT BbINONHATLCA ¢ [N0H;

— HEODXOAMMOCTM 1 BO3MOXHOCTM cbopa cornacui cyObekToB
Ha obpaboTky MOH;

— CTeneHun yyactusa KoHTpareHtoB KomnaHumn B obpabotke MAOH
N  HeoOXoOMMBIX HOPUAOMYECKMX OCHOBaHUM AN Takon
06paboTkM




Ne | Ctapgmsa cywectBoBaHusa UCIAQH,

Hetanusaums npoBoAUMbIX paboT

n/n Heob6XxoAuMble MeponpUATUs

2 |MpoekmupoeaHue UCIOH

2.1 |OnpegenexHne HeobxogumocTn|Ha  pgaHHOM  3Tane  onpegensetca  HeoOXo4MMOCTb
KOPPEKTUPOBKM OOKYMEHTaLMM |KOPPEKTUPOBKM CNeaytoLmMX LOKYMEHTOB:

KomnaHuu - MNMonoxeHne no 0bpaboTke NepcoHarnbHbIX AaHHbIX;
— Hacrosuee NMonoxeHue;
- Mogenb yrpo3 6e3onacHOCTM NepcoHarbHbIX AaHHbIX MPU KX
0ob6paboTke B WH(OPMALMOHHOMW CUCTEME MEPCOHamNbHbIX
OaHHbIX (B COCTaB KOTOPOM BKMIOYAETCs HoBas cuctema, nmbo
B KOTOPOW NPOU3BOAATCS CYLLECTBEHHbLIE N3MEHEHNS);
- AKT onpefeneHnsi YpoBHS 3alLMLLEHHOCTU MEepPCOHarbHbIX
OaHHbIX npu  obpaboTke B MH(OpPMaUMOHHOW cucTeme
nepcoHanbHbIX AaHHbIX (B COCTaB KOTOPOW BKIOYaeTcs HOBast
cuctema, Nubo B KOTOPOW MNPOM3BOAATCS CYLLECTBEHHbIE
N3MeHEeHUs);
- YBegomneHme B POCKOMHag3op O CBOEM HamepeHuu
ocyliecTensTb o6paboTky MOH (Mpn HeobxoanumocTn)

2.2 |OueHka Bpena, KoTophlin MoxeT bbiTh|[Mpon3BogMTca B COOTBETCTBMM  C  METOAMYECKUMMU
npuunHeH cyovektam MOH B cnyyae|gokymeHTamm ®CTIK Poccum [11.2] n [11.3] n Ha ocHoBe yxe
HapyweHuss 6e3onacHoctv [1H wu|cywecTByowmx B KomnaHum MeTOOMK, OMMUCaHHbIX B
onpeneneHne nepevyHa akTtyalnbHbIX|YTBEpPXOEeHHbIX Moaendax yrpo3
yrpos ©e3onacHocTn MnoH B
KOHKPETHbIX ycnoBuax
PYHKUMOHNPOBAHMWSA (paspaboTka
Mogenu yrpo3 U HapywmuTens
6esonacHocTu MNMAH)

2.3 |Onpepenexune ypoBHS|YpoBeHb 3awmueHHoctn [OH npu obpaboTtke B WCIOH
3awmwenHoctn MNOH npyu obpaboTke|onpegensietcs B coorBetcTBumM ¢ [11.1] n ¢ yyeTtom TMMOB
B ACIMOH aKkTyanbHbIX yrpo3 6€e30nacHOCTU NepCoOHarnbHbIX AaHHbIX.

PesynbTatbl dukcupytotcs B AKTEe ONPedeneHus ypoBHS
3awmweHHoctn NAOH npy obpaboTtke B NCIOH

2.4 |Onpenenexne TpeboBaHun K 3awmte|OnpeaensanTcss KOHKPETHbIE TpeboBaHMS K OpraHM3aLNOHHbBIM
MOH npn nx obpabotke B NCIOH n TexHnveckum Mepam B C3IOH, kOoTOpble COOTBETCTBYHOT

TpeboBaHMsIM HOpPMAaTUBHbLIX [OKyMeHTOoB P® B o06nactm
obpaboTkm mn obecneyeHnsa 6GesonacHoctn [H n KoTOpble
NO3BOSSIIOT CHU3UTb BEPOATHOCTb peanunsaummn YBIMOH. dopma
dumkcaumm TpeboBaHui K C3rngn onpegenaTcs
OTBeTcTBEHHBIM 3a obecrneyeHne 6GesonacHoctn [10H.
PekomeHgyemon dopmon sBnsietca paspaboTka (gopaboTka)
TexHu4eckoro 3agaHust Ha cosgaHme C3IMOH

2.5 |Pa3paboTka NpoeKTHOro pelleHus no|BeinonHeHne TpeboBaHui k 3awmte MNMOH npn nx obpadoTtke B

3awumTte MNOH B NCMNOH NCIMOH ocywecTtBnseTca nyteM pa3paboTkM MPOEKTHOro

peLleHnsi, KOTopoe MOXeT BkMo4vaTe B cebsa BHegpeHue
OPraHU3auMOHHbIX WM TEXHUYECKUX Mep, W3MEHEHue
npoueccoB obpaboTkm MNOH u T. N.
B cnyyae ecnu Obino pa3paboTaHO HECKONbKO BapuaHToB
MPOEKTHbIX pelweHnn, OTBETCTBEHHbIN 3a obecrnedeHne
©esonacHoctn [1H nNpoBOOUT CpaBHEHWE NPEANTOXKEHHbIX
BapuaHTOB 1 BbIOMpaeT OKOHYaTENbHbIN.
dopma dumkcauum NPOEKTHOrO peLleHnMs Mo  peanu3auun
C3MNpOH onpegenarca OTBeTCTBEHHLIM 3a obecneveHne
fesonacHoctn T1OH. PekomeHgyemon copmon sBnsercs
paspaboTka (qopaboTka) TexHU4eckoro NpoekTa Ha co3gaHue
C3nax

3 |Peanusayus UCIMOH

3.1 |BHegpenne komnnekca cpeacTB|[1pon3BogAaTCS  MOHTaXHbIE, MYCKO-HanagoudHble  paboThl

06paboTkm n 3awuTbl MNOH, a Takke
mep 3awmTbl MNOH B COOTBETCTBUN C
NPOEKTHOM OOKyMeHTaumemn Ha
MCIMNOn v C3MNOx

cpenctB 06paboTku 1 CpeacTB 3awmnTbl MHOOPMaUWK.
lMponsBoguTca peanu3aumsi KOMMMEKca OpraHU3auMOHHO-
TEXHUYECKMX MeponpuaTuin no 3awmte MNOAH




Ne | Ctapgmsa cywectBoBaHusa UCIAQH,
Hetanusaums npoBoAUMbIX paboT
n/n Heob6XxoAuMble MeponpUATUs
3.2 |[MpoBoOMTCA NHCTPYKTaX paboTHMKoB|deTanM3auus NpoBOAMMBIX paboT npuBedeHa B LOKYMEHTE
no npasunam obpadoTkm MNOH «lMonoxeHne No 06paboTke NepcoHanbHbIX JAHHBLIXY
3.3 |Cbop cornacuii cybbektoB  Ha|llpoBoauTCs B criyqyae HeobxoamMmocTu, onpegeneHHon B n. 1.3
obpabotky MNAH JaHHon Tabnuubl
3.4 |BHeceHue nameHeHui B MpoBogmMTCA B cnyyYae HEOOXOOUMOCTU, ONpeaeneHHon B n. 2.1
YBegomneHne PockomHaasopa o AaHHon Tabnuubl. Mopsigok nogayn YBeOOMIEHUMS OnMcaH B
CBOEM HaMepeHuM OCyLLECTBNATL nokymeHTe «[llonoxeHne no o6paboTke nepcoHanbHbIX
obpabotky MNAH [aHHbIX»
4 |9kcnnyamayusi UCIMOH
4.1 |KoHTponb M3MeHeHui B cocTaBe U |[eTanusauus NpoBOAMMLIX paboT npuBegeHa B pasgene 5
cTpyktype NCIMAOH HacTtosiwero MonoxeHus
4.2 |MopaepxaHne B paboTocnocobHom |[eTanusaums npoBoguMbix paboT npueBegeHa B pasgene 7.1
COCTOSIHWM HacTosiwero MonoxeHus
4.3 OeTtanusauma npoBoaumbix paboT npuBeneHa B pasgene 7.2
Honyck nepcoHana k pabote MNMAH HacTosero Nonoxenns
4.4 PervcTpaLus coBbITHi BE30nacHoCTH HeTtanusaums npoBogMMbIX paboT npuBefeHa B pasgene 7.3
HacTosiuero NonoxeHns
4.5 |Paborta c HocuTenam MNOH (yuer, OeTtanusauma npoBoaumblx paboT npuBeaeHa B pasgene 7.4
XpaHEHWE U YHUYTOXEHNE) HacTosLero NonoxeHns
4.6 YyeT npumeHsembix CpeacTB  3awuTbl  MHopMauuu,
3KCMNNyaTauMOHHOMW W  TEXHUYECKOM [AOKYMEHTauuMuM K HUM
Y4yeT cpeacTB 3aliMTbl MHPOPMaLMKN |OCYLLECTBIISIETC B paMKkax MPOEKTHOW  OOKYMeHTauuu,
paspabatbiBaemon Ha C3I1[H B cooTBETCTBMM C N. 2.50aHHON
Tabnuubl
4.7 |3awmTa OT HecaHKUMOHMpOBaHHOro |[etanunsaums npoBoguMMblx paboT npuBeneHa B pasgene 7.5
dM3n4ecKoro gocTyna K anemeHTam |Hactosiwwero NonoxeHns
VCIax
4.8 |Pesepsuposanue MNOH B NUCIMOH, roe [OeTtannsaums npoBoaMMbix paboT npueeneHa B pasgene 7.6
Heobxogmmo obecneunTb HacTosiwero NonoxeHns
LeNIOCTHOCTb MNnun goctynHocTb MOH
4.9 Hetanusauusa nposoanmbix paboT npueegeHa B pasgene 7.7
YnpasneHue ya3BMMOCTAMA HacTosLero MonoxeHs
4.10 PearvpoBaHite Ha MHLMASHTSI Hetanusauua npoBoguMmbix paboT npuBegeHa B pasgene 8
HacToswero NonoxexHns
4.11 |KoHTpornb 3a obecneyeHnem Hetanusauua npoBogMmbix paboT npuBegeHa B pasgene 9
HeobXxo4MMOro YpoBHS HacToswero NonoxeHns
3awmuieHHocTr MNAOH
412 BaaumoneiicTame ¢ cyBbektamn NIk Hetanunsauuns NPOBOAMMBIX paboT npuBegeHa B OOKYMEHTe
Mo Bonpocam oBpaboTkyt nx MH «PernameHT B3anmogencTBus ¢ cybbekTamu nepcoHarbHbIX
OaHHbIX»
5 |Bbleod u3 akcnnyamauyuu ACIMOH
5.1 |YHuutoxenwne MNAOH Hetanusauusa nposoanmbix paboT npuBegeHa B pasgene 7.4
HacTtosuwero NonoxeHus
5.2 |MogepHusauma C3MOH Hetanusauusa npoBoanmblx paboT npuBedeHa B pasgenax 6 u

10 HacToswero NonoxeHus
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5. MOHUTOPUHI WU NMINAHUPOBAHUE CUCTEMblI 3ALUUTHI
NMEPCOHAIJIIbHbIX OAHHbLIX

5.1. MonutopuHr C3lN0H ocylecTBnseTcs ¢ Lenbio aktyanusaunm cywectsytowen C3MNAH
B COOTBETCTBMM C TeKkywumn npoueccamum obpabotkm NOH, anemeHTamun UT- n UB-
MHPaCTPYKTYpbl, U TpeboBaHnamu no 6esonacHoctn MNMOH.

B npouecce moHuTopuHra C3IMOH pelwatoTca 3agadm no aktyanusauuu:

— cBedeHun o npoueccax obpabotku MNAH:

e nepeyeHb [10H, obpabaTbiBaeMblix B KomnaHuu;

e 00bem obpabaTtbiBaembix [1H;

e kaTeropum cybbekToB, Ybk MNOH obpabaTbiBatoTca B KomnaHuu;

e nonb3osatenu MNOH (CTPYKTYpHbIE NogpasaenieHns U oTaesbHble PaboTHMKK) K
TPEeTbM CTOPOHbI (KOHTPareHTbl, ayTCOPCUHIOBbIE N 0BCNYyXMnBaroLme
opraHusauuu u T. n.), umetowwme goctyn K MNOHx;

e cTpykTypa n coctas VCI1OH;

e MEponpuUaTUa N TEXHUYECKNne Mepbl obecneveHns 6esonacHoctn MNOH.

—  ypoBHSA 3awmeHHocTn MNOAH npyn nx obpaboTke B UCIMAOH, B T. 4.:

e Bpeaa, KoTopbI MOXET BbITb NpuyMHeH cybbektam MNOH B cnyyae HapyLueHust
©6e3onacHocTtu MNMOH, 1 COOTBETCTBEHHO NoKa3aTenst ONacHOCTW yrpo3
©esonacHocTu B oTaenbHbix NCTOR;

e yrpos 6esonacHocTtu MNOH.

— TpebosaHun k C3MOH;

— pgokymeHTaumn Ha C3MMOH;

— BapwuaHToB peanusauumn C3lOH (B T. 4. npoBeaeHNEe JONOMHUTESbHBIX MEPONPUATUI
no 3awwute MNAH).

5.2. MNpuHaTble pelleHMss NO pesyrnbTataM MOHUTOPUHra dukcupytotca B lnaHe
mMeponpuatnin no obecneveHmto 6esonacHoctn MNOH. MNnaH paboT Takke cocTaBnAeTCcs Ha
OCHOBE pe3ynbTaToB pearMpoBaHMs Ha MWHUMOEHTbl ©6e3onacHOCTM M NpPOBEAEHUS
KOHTPOMbHbLIX MeponpuaTui. MNMnaHnpoBaHue paboTt ocywectensetTca OTBETCTBEHHbLIM 3a

obecneyvenne 6esonacHocTtu MNLH He pexe ogHoro pasa B 3 roga.
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6. MOOEPHU3ALUUA CUCTEMbI 3ALLNTbI MEPCOHAJIbHbLIX AAHHbIX

6.1. B cootBeTcTBUM C yTBepxaeHHbIM [1naHoM MeponpuaTun no obecneyeHunto
6esonacHoctn [OH npoBoagsaTca paboTtbl no moaepHwusaumm C3IMOH. Pabotbl moryT
NPOBOAUTLCA Kak COOCTBEHHbIMM cunamu KomnaHum, Tak U C NpUBMAEYEHUEM TPETbUX
CTOPOH (noapsag4vmka) — KoMnaHun, okasblBalowmx ycnyrm B obnactn Mb. ObsasatenbHbIM
TpeboBaHneM ONs NOAPSOYMKOB ABMNSIETCA Hanuuue nUUEH3UM Ha OeATENIbHOCTb Mo
TeXHUYeCcKoun 3aLmTe KoHMAeHUnansHom nHopmaLmn.

6.2. Bce uameHeHuss B coctaBe W cTpyktype WCIIOH [OMKHbI KOHTPONMPOBATbLCA
OTtBeTcTBEHHbIM 3a obecneyeHne GesonacHoctu . KoHTponto noanexart cregyrouime
N3MEHEHUS:

— BHeceHue HoBbIx YycTpoucts B coctaB WCIMOH (APM, cepBepoB, ceTeBoro wu
TenekoMMYyHUKaLMOHHOro 06opyaoBaHUsA 1 T. n.);

—  W3MEHEHWe MeCT BKNIYEHUs cyllecTByowmx kKomnoHeHT UCTTOH;

— ypaneHue yctponcts u3 coctasa VCIOH;

— W3MEHeHne MecCT yCTaHOoBKM ycTponcTts B coctase VICTOH;

— npoknagka HoBbIX KabenbHbiXx NMHMKA cBA3n CKC M BHELWHMX NIMHWA CBA3U Unn
yaaneHue ctapblx KabenbHbIX IMHUIN CBA3M;

— CYLIEeCTBEHHOE M3MEHEHMEe cocTaBa W KOHdUrypauum CUCTEMHOIO M NPUKNaALHOro
nporpaMmmHoro obecnedeHuns, yyacreytowiero B o6padotke MNAH;

— CcO3[aHue HOBbIX U UBMEHEHWNE CYLLECTBYOLWMX NpoLeccoB 06paboTku MAH.

12



7. AKCMNYATALUUA CUCTEMbI 3AWLNTbI NEPCOHAJIbHbIX OAHHbIX

Mpouecc akcnnyataumm C3lMOH aBnseTcsa HenpepbiBHbIM M MOCTOSHHO NOAAEPXMBaETCA
OTBeTcTBEHHBIM 3a 0becneveHne 6e3onacHoctu MOH. B npouecce akcnnyaTtauun C3MNOH
OCYLLEeCTBNAITCS crieayowme MeponpuaTus:

— noaaepxaHune pabotocnocobHocTn komnoHeHToB C3MOH;

— ynpasneHue goctynom K MNOH;

— peructpauma cobbitnum 6esonacHoctu MNOH;

—  YYET, XpaHeHue n yHUIToXeHue Hocutenen MNAH;

—  3awuTa OT HeCaHKLNOHMPOBaHHOro omamyeckoro goctyna k anementam VCIMOH;

— pesepsupoBaHue MNOH;

— ynpaBleHune ya3BumMoCTAMMN.

7.1. I'Io,u,,qepmaHme pa60TOCI'IOCO6HOCTVI KOMMNOHEHTOB CUCTEMbI 3alLUTbl NepCcoHarlbHbIX

OaHHbIX

7.1.1. B npouecce akcnnyataumm B UenaAX nogaepXaHus  paboTtocrnocobHocTm
komnoHeHToB C3lOH OTBeTCTBEHHLIM 3a obecneveHne 6GesonacHoctu [OH MOXeT B
onepaTtMBHOM MNOPSIAKE BHOCUTb U3MEHEHMS B napamMeTpbl KOHUrypaumm KOMMOHEHTOB
C3lNAH, He BnngaOWMEe Ha yCTaHOBIEHHbIE NpaBuna obecneyveHns 6esonacHocTun MNOH B

KomnaHun.
7.2. YnpasrneHue OCTYNOM K NepcoHarnbHbIM JaHHbIM

7.2.1. OchopmrneHne 3asiBOK Ha nNpeaocTaBfieHMe, U3MEHEHME W MNpekpalweHue npas
aoctyna

OdbopmrnieHne 3asBKM Ha NpegocTaBrieHne, UAMEHEHNE UIK NpeKpaLleHme npas gocTyna K
MAOH (panee — 3asiBka) OCYLLECTBNSAETCA OOHUM U3 CreayoLwmx cnocobos:

— 3asiBKa B bymaxkHoM Buae (TunoBasi oopma 3asiBku npueeaeHa B MNpunoxexue A);

—  ONeKTPOHHas 3asiBKa.

3asaBka nopaetca OTBeTCTBEHHOMY 3a obecneveHne 6e3onacHocTn [OH OT MMeEHM
PykoBoauntens CTPyKTypHOro noapasfernieHunsl, B KOTOPOM 4ncnmtcs paboTHUK. 3asiBka
COOEPXMUT CrieayroLme CBeAEHMS:

— ®.N.0O. n OOMKHOCTb PYKOBOAWUTENS CTPYKTYPHOro noppasgeneHnsi, nogaroliero
3asBky;

—  ®.N.0. n gomKkHOCTb paboTHMKA, KOTOPOMY HEOBXOAMMO NPeaoCTaBnUTb, U3MEHUTL UMK

npekpaTUTb AOCTYM;
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— nepedyeHb komnoHeHToB WCIIOH, ¢ ykazaHMeM MNOSTHOMOYUW B paMKax 3TUX CUCTEM
(Hanpumep, 1C-3apnnarta 1 ynpasrieHne nepcoHanom yteHune, 1C-byxrantepusa yteHue,
3anuce, yaaneHue);

—  uenu n ocHoBaHue Ans oopMIieHNs A0CTyNa;

—  [OMOfHUTErbHbIE CBEAEHNSA NPU HEOBXOOUMOCTH.
7.2.2. NpegocTtaBneHne npas goctyna

OcHoBaHueM gns npegocTtaBneHnd npas goctyna K MNH Ha NOCTOSAHHOM OCHOBE SABMSIETCSA
HaeM HoBOro paboTHuka B wTtat KomnaHum unu nepeBof paboTHWKA Ha AOSMKHOCTb,
nogpasymMeBaloLLylo ero yyactme B npoueccax obpabotku MNOH B pamkax BbINOSTHEHUS
CBOUX TPYOOBbIX 00513aHHOCTEN.

Mo 3aBeplieHUn NpegocTaBneHns goctyna paboTHuky, OTBeTCTBEHHbIV 3a obecrneyeHne
6esonacHoctn [1OH yBegomnaer o6 3TOM pykoBoguTend, odopmusllero 3asiBKy,
3MIEKTPOHHBLIM MUCbMOM MM No TenedoHy. Cpok ncnonHeHns 3as8Bku He MNpeBbiwaeT 3

pabounx gHewn.
7.2.3. NepecmoTp, U3MeHeHne nnu npekpawllieHne npas 4ocTyna

OcHoBaHuAMM ANg nepecmoTpa npas AOCTyNa SABMSIOTCS:

— YBONbHEHVME UM nepeBoj paboTHUKA Ha [AOIMKHOCTb, MNpedycMaTpuBaloLLyto
paclwmpeHune, cokpalleHne unm npekpatieHue npas goctyna K MNaH;

—  [OCTWXeHue 3asdBreHHbIX uenen, Ans KOTOpbIX NpeaocTaBnsanics pa3oBbli BpEMEHHbIN
poctyn K MAH;

— npoBedeHMe B OTHOWeHUM paboTHUKa cnyxebHoro paccnefoBaHus, B paMKax
KOoToporo paboTHMKY orpaHnynBatoTcs npasa goctyna K MNAH.

PykoBoanTenb CTPYKTYPHOro nogpasaernieHust, K KoTopoMy OTHOCUTCHA pabOTHUK, B TeYeHNe
ofHoro paboyero gHA C MOMeHTa BO3HUMKHOBEHWSI OCHOBAHWS NepecMaTtpuBaeT npasa
poctyna K MNMOH n npyHMMaeT peLleHne o LenecoobpasHoOCTM UX UBMEHEHMS.

B cnyyae npuHaTMsa peweHns o6 mameHeHun npae goctyna k [OH, PykoBoautensb
CTPYKTYPHOro nogpasgeneHms odopMnseT 3asaBky B cooTBeTcTtBuM c n. 7.2.1. Cpok

paccMOTpeHUs 3asiBKN He npeBbilaeT 3 pabounx gHEeN.
7.2.4. YnpaBneHue cpeactsamMu ayTeHTUduKaumnm

OTBETCTBEHHbIM 3a XpaHeHue, Bblgady, uWHULMaNM3auuio, OnoKknpoBaHWe CpeacTs
ayTeHTMdUKaLUMM U NPUHATME Mep B Chnydae yTpaTbl U (Mnn) KOMNpoMeTauun Cpencts
ayTeHTudukauyum sensetca OTBETCTBEHHLIN 3a obecneyeHne 6e3onacHocTn MOH.

MexaHnambl ayTEHTUUKALUUM  OOMKHbI  ObiTb  peanu3oBaHbl C  MCMNOJIb30BAHUEM

3allMLLIEeHHbIX NPOTOKOJ10B ayTeHTI/ICbI/I Kauunn.
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B cnyyae ncnonb3oBaHnsa B UHPOPMaLIMOHHON CUCTEME MEXAHU3MOB ayTeHTUdUKaLmm Ha
OCHOBE nMapons wunnm MNpUMEHEHMUS nMapons B Ka4yecTBe OAHOro w3  paktopos
MHOro)akTOPHOW ayTEHTUMUKALINN, Er0 XapakTEPUCTUKN OOMKHbI OblTb CneayoLWwmMu:

— ANIMHa naponsi He MeHee BOCbMW CUMBOJIOB;

— andasuTt naponsa He meHee 70 CMMBOOB;

—  MCNonb30BaHMe cneunanbHbiX CUMBOSOB, LUNMP, CUMBOSIOB B BEPXHEM PEFNCTPE;

— obs3aTtenbHasa cMeHa naposis nofib3oBaTenem npu NepBUYHON ayTeHTumKauuu;

— MakCcumarsnbHOE KONMMYECTBO HeYyCrewHbIX MOMNbITOK ayTeHTudukaumm (BBoAa
HenpaBunbHOro naponsd) 4o 6510kMpPoBKKU OT 3 40 4 NOMbITOK;

— BnoknpoBKa NPorpaMMHO-TEXHUYECKOro CpeacTBa Unu y4eTHOW 3annucy nonb3oBaTtens
B CNnyyae JOCTMXKEHUS yCTaHOBMIEHHOMO MakCUMarbHOro KOSiMyecTBa HeyCneLHbIX NONbITOK
ayTeHTudukauyum ot 15 go 60 MUHYT;

—  CMeHa naponen He bonee 4yem 4yepes 90 aHen.

KoHtmnaeHumansHOCTbL naponen npuv xpaHeHun 1 nepepadve, OOMmMKHa obecneymBaTtbecs
LUNPPOBAHNEM WNN  XELUMPOBAHMEM C MNPUMEHEHMEM CTOMKUX KpunTorpaduyeckmx
anropuTMoB.

HorxHa obecneunBaTbcs BO3MOXHOCTb Ha3Ha4YeHus nepBUYHOro napons
agmmHuctpatopom WCIMOH n obs3atenbHOM CMEHbl MNapond nonb3oBaTeniem npu
nepsu4Hon ayteHtudpmkaumm B UCI1OH.

[omkHo obecneumBaTbCs ABHOE OrpaHMYeHne unu 3anpeTt Ha OEeNCTBUA Nonb3oBaTens B
NCIMOH oo npoxoxaeHus npoueayp vaeHtudukaumm n ayteHtudukaumm. B yacTHocTw,
nonb3oBaTento He [OfKHa BblaaBaTbCA MHGoOpmMauus o Tune u Bepcun NC wvnn ee

KOMMOHEHTOB [0 YCMNELUHOro 3aBepLUeHns Npoueayp ayTeHTUudmkaumu.
7.3. Pernctpaums cobbituii 6e3onacHOCTM NepcoHarnbHbIX 4aHHbIX

7.3.1. B KomMnaHunM nognexuT pernctpaunmn uHdpopmaumsa o cregyrowmx cobbiTnsax
6esonacHoctn B NCTOH:

— BxoA4 (BbIxoAd), a Takke MNOMbITKM Bxoda CYyObekToB OOCTyna B WMHAPOPMALMOHHYHO
CUCTEMY U1 3arpy3kn (OTKMOYEHNE) ONEPaLMOHHON CUCTEMBI;

— NOOKMYEHNE MALUMHHBLIX HOCUTENEN WHdoOpMauun U BbIBOL MHGOpMaumMm Ha
HOCUTENN MHopMaLmu;

— 3anyck (3aBeplueHMe) nporpaMMm W MpOLEeCccoB (3agaHui, 3adad), CBA3a@HHbIX C
o6paboTkon 3alumiaeMon nHdopMaLmm;

— MNOMbITKM [JoCTyna npoOrpaMMHbIX CPEACTB K, OnpeaensieMbiM  onepaTopoMm,

3awmwaembiM  ob6beKTam JocTyna (TeXHI/I‘-IeCKI/IM cpeagcrteamMm, yanam CeTu, JIMHUAM
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(kaHanam) cBSA3W, BHELHWM YCTpPOMCTBaAM, Nporpammam, ToOMam, Katanoram, awnnam,
3anuncsam, NonsiM 3anucemn) n MHbIM o6bEKTaM A0CTyna;

— NONbITKMN yOoarneHHoro Aocrtyna.

7.3.2. CobbITns 6e3onacHocTu, nognexawue pernctpaumm B UCIMOH, CpOKM UX XpaHEHUS,
a TaKkKe COCTaB W cogepXaHue MHgopmMaumm o cobbITuax GesonacHoCTU, NpuBeneHbl B

MpunoxeHnn XX kK HacTosaweMy NonoxeHuto.
7.4. MNopsagok paboTbl C HOCUTENAMU NepPCOHanNbHbIX AAaHHbIX
7.4.1. O6wue npasuna NCNOMb30BaHUS MaLUMHHBIX HOCUTENEN NePCOHarbHbIX AaHHbIX

O6paboTky NOH Ha oTYYXAaeMbIX MALLUMHHbBIX HOCUTENSAX (BHELLHUE XEeCTKMe OUCKU, TnbKune
AVCKN, MarHuTHble neHTbl, USB dnew-Hakonutenu, kaptbl dnew-namaTtn, onTuyeckue
Hocutenm (CD, DVD u npodee)) paspeliaeTcs OCYLWECTBNSATb TOMbKO B Ccryvae
HEBO3MOXXHOCTM UCMOSb30BaHWsS KaHasrioB CBSA3WM KOPNOPATUBHOW CETU WUIIM BHYTPEHHUX
3aLUULWEHHbBIX MECT XPaHEeHUs.

B cnyyae nospexageHus MalmnHHbIX HocuTenen MNOH, paboTHKK, 3a KOTOPbLIM 3aKpensieH
HocuTenb, coobwaet o cnyymBwemca OTBETCTBEHHOMY 3a obecnevyeHne 6e30MacHOCTU
MNAx.

MNepepavya mawmHHOro Hocutena [[H TpeTbMM CTOpPOHaM MPou3BOAUTCA B MNOPSIAKe
obmeHa Hocutenamu [[H, 3akpenneHHOM B goroBope mexay KomnaHuen v TpeTbum
nmuyoMm. B cnyyae oTcyTCcTBUA B goroBope nopsigka obmeHa Hocutensmu MOH, nopsagok
cornacoBbiBaeTcsa ¢ OTBETCTBEHHbIMM 3@ OpraHmn3auunio odpaboTkm MOH.

Mpn dukcaummn MNOH Ha MaLIMHHBIX HOCUTENAX He JonyckaeTca dumkcauusi Ha O4HOM
MaLMHHOM HocuTtene MNOH, uenn o6paboTkn KOTOPbIX 3aBE4OMO HE COBMECTUMBI.

BblHOC MalUMHHBIX HOcuTenen, copepxawmx lNOH, 3a npegensl KOHTPONMPYEMON 30HbI
Komnanmn 3anpewaetca 6e3 cooTBeTCTByOLWEro paspewweHnss OTBETCTBEHHOro 3a

obecneyeHne 6e3onacHocTn MNAH.
7.4.2. Y4eT MalNHHbIX HOCUTENEN NepcoHanbHbIX AaHHbIX

YyeTy nognexar crneayowme Tunbl MalnHHbIX HocuTenen MNOH:

— oT4vyxgaemble Hocutenu MNOH (BHELWHME XECTKMe OUCKWU, TMOKMe OUCKUA, MarHUTHbIe
nenTbl, USB dnew-Hakonutenu, kapTel dnew-namsTi, ontundeckne Hocutenu (CD, DVD un
npoyee));

— HeoTyyxgaemble Hocutenu MNMOH (kecTkme Anckn).

MawwnHHble HocuTenu MOH oba3aTtenbHO perncTpupyroTcs u yuutbiBatotca B XKypHane
yyeta Hocutenen [MOH (TvnoBas copma XypHana npueegeHa B [lpunoxeHueb).

Pernctpauusa v y4yet mawmHHbIX HocuTenen MNOH ocywecTBnseTca B MOMEHT Bblgaunm UX
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Monb3sosartenam MNAOH. MawunHHbIe HocuTenu MNOH BbigaloTCA AN BbINOAHEHUS] KOHKPETHbIX
TPyAoBbIX 06513aHHOCTEN M nognexaTt Bo3BpaTy No 3aBepLlueHnn paboTbl C HUMMW.

Ana yyeta MawnHHLIX HocuTenen MNMOH ncnonb3yTes NX cepuiiHbie (3aBOACKME) HOMEPA,
a rnpv OTCYTCTBMM TAKOBOrO — Y4Y€THbIA HOMEP. YYeTHbI HOMEpP HaHOCUTCHA Ha Koprnyc
HOCUTENS, ero ynakoBky unu Ha kopnyc CBT, B KOTOpom OH ycTaHoBMeH. [1pn mapknpoBke
kopnyca CBT pomkHbl 6bITb peanusoBaHbl Mepbl MO CBOEBPEMEHHOMY OOHapY>XeHUIO
BCKPbITUS KOpryca (Hanpumep, Y4Y4eTHbIn HOMEpP HAHOCUTCA Ha creumanbHbIi CTUKep,
KOTOPbIN HaKNnenBaeTCs Ha CTbIK KpbILWKn 1 kopnyca CBT).

Heotuyxxgaemble Hocutenu MNIOH 3akpennaoTca 3a paboTHMKOM, OTBEeTCTBEHHbIM 3a CBT,

B KOTOPOM OHU YCTaHOBIJIEHbI.
7.4.3. XpaHeHme MaLLWHHbIX HOCUTENEN nepcoHanbHbIX OaHHbIX

XpaHeHue MawunHHbIX HocuTenen [OH ocywecTBnseTcs B YCMOBUSX, WUCKOYAOLWNX
BO3MOXHOCTb XULLEHUS, HApYLUEHUS LENIOCTHOCTM UINU YHUUTOXEHNSA coaepallencsa Ha
HUX HopMaLUK.

OTyyXgaemble CbEMHbIE HOCUTENM NOCIE OKOHYaHNA paboTbl C HAMKU AOSMKHbI yOupaTbca
B WWKad UNn SWMK, 3anmpaemble Ha KoY.

He ponyckaetca octaBnatb 6€3 npucmoTpa Ha paboyem ctone nnu B CBT oTvyxgaembie
MaLlUnHHbIE HocuTenu MNAOH.

lMepcoHanbHyt0 OTBETCTBEHHOCTb 3@ COXPAHHOCTb MOMYYEHHbLIX MALUMHHBLIX HOCUTENewn
MaH v npepoTBpalleHne HeCaHKUMOHMPOBAHHOIO AO0CTyna K 3anucaHHbiM Ha Hux [M0OH

HeceT [Nonb3oBaTens NOH, 3a KOTOPbIM 3aKpenneH HOCUTESb.
7.4.4. YHUYTOXEHME NepcoHaribHbIX JaHHbIX C MALUMHHOIO HOCUTENS

OcHoBaHWEM A5l YHUUTOXEHMS 3anmMcen unm yactu 3anucen MNOH ¢ MalwmMHHOro HocuTens
SABNSAOTCA cnefyowmne cnyyau:

— BO3BpaT HocuUTeNs paboTHMKOM;

— nepepaya HOCUTENS B PEMOHT;

— CnucaHue HocUTens.

YHunutoxeHue MNIOH ¢ MalWMHHbIX HOCUTENEN OCYLLECTBNSETCA C UCMONb30BaHNEM CPEACTB
rapaHTMPOBAaHHOIO yHMUYTOXEeHUS OTBETCTBEHHBLIM 3a 0becneyeHmne 6e3onacHocTu MNAH. Mo
pesynbtatam yHu4TOXeHus lMOH ¢ HocuTena nogroTaBnmBaeTcs AKT 06 YHUUTOXEHMMU

3anucewn c Hocutens MNAH, Popma koToporo npeacrasneHa B MNpunoxexue I
7.4.5. XpaHeHne ByMaxHbIX HOCUTENEN NepCoHanbHbIX 4aHHbIX

BymaxHble HocuTenn [OH xpaHATCA B wWKadax unv Awmkax, 3anmpaemMblX Ha KITou.

[MaBHbIM ycrnoBuem XxpaHeHuss BymaxHbix HocuTenen [MNOH aBRseTca HEeBO3MOXHOCTb
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nosilydeHnsa octyna K TakMMm AOKYMEHTaM CO CTOPOHbI fnl, KOTOPbIM TakouW A0CTYMN He
npegocTaBrieH.

3arnpeljaeTca COBMeECTHOe XpaHeHue Hocutenen [MOH ¢ ApyrMMu OOKyMeHTamu, He
cogepxawmmu MOH, kpome crnyyvaes, korga Hocutenu MNOH A9BNAKTCA NPUITOXKEHUAMU K
ApYrMMm JOKYMeHTaM unm HaobopoT.

Bo Bpema paboTbl Ha cToNe A0MKHbI HAXOAUTBLCHA TOSTbKO T€ HOCUTENN, HENOCPeaACTBEHHO
C KOTOpbIMKU BefeTcH paboTa.

Hocutenn TMNOH gomkHbl 6biTb yOpaHbl B LWKad WMNM AWUK, 3anMpaeMble Ha KoY, B
cnefyowmnx criyvasx:

— korga c Hocutenem MNOH He BegeTtcsa paboTa;

— Korga paboTHuK noknaaeT paboyee MecCTo;

— MO OKOHYaHWKU paboyero AHS.

OTBETCTBEHHOCTbL 3a cobntogeHne HOpM, ONUCaHHbIX B JaHHOM pasfernie, Bo3naraeTcd Ha
Bcex Nonb3oBatenewn N[H, a KOHTPOSIb UX BbINOSTHEHUS BO3SlaraeTcs Ha COOTBETCTBYIOLLMNX

PykoBoguTtenen CTpyKTYpHbIX nogpasaeneHun.
7.4.6. YHUUYTOXEHUE BYMaXHbIX HOCUTENEen nepcoHanbHbIX AaHHbIX B paboyem nopsgke

OcHoBaHUAMM AN YHUUTOXEHUA HocuTenen MNOH aBnatoTcs:

— poctmxkeHune uenen obpabotku MNAH;

— OTCyTCTBME HeoOXOoOUMMOCTM WCNoNb3oBaHUA Hocutens (npu atom [OH moryT
coxpaHsTbes B 6asax gaHHblx ACTOR);

— 0OT3bIB cornacus cyowvekTa N[H Ha obpaboTky ero MNAH;

—  BblgBNEeHWe HenpaBoMepHon obpaboTtku MAOH.

YHunuyTOXEHNEe OyMaxHbIX Hocutenen [MOH npom3BoaUTCA C MOMOLLBK CcheunanbHbIX
OymaropesaTesibHbIX TEXHUYECKNX CPeacCTB (LUpeneposn).

OTBETCTBEHHOCTb 3@ CBOEBPEMEHHOE YHUYTOXEHWE OyMaxHbix Hocutenen [10H
Boanaraetcsa Ha [Monb3oBartenen lN[H, a KOHTPONb 3a UCMOMHEHNEM 3TOro TpeboBaHusa —

Ha PykoBoguTtenewn CTPYKTYPHbIX NoapasaenieHni.
7.4.7. LleHTpann3oBaHHOE YHNYTOXEHNE ByMaXHbIX HOCUTENEN NepCOHanbHbIX AaHHbIX

LleHTpann3oBaHHOMY YHUYTOXEHUIO nognexaT mMaccuBbl BymakHbix HocuTenewn MOH —
apxuBbl, 6ubnuotekn u T.n. LleHTpanM3oBaHHOE YHUYTOXEHWE OCYyLLECTBNAETCA MO
peweHuto Komucecum 1 nog ee KOHTposieMm.

Mpy UEHTpannM3oBaHHOM YHUYTOXEHMUM OymaHbIX HocuTenem [1[H npoBoauTCa KX
aKcnepTMsa 3a COOTBETCTBYHOLMA nepuof BpemeHu. Llenb npoBegeHna akcneptusbl —

onpegenntb BO3MOXHOCTb YHUYTOXEHUA HocuTenenm nunbo AanbHenwme CpOKMN Wnx
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xpaHeHus. Mo pesynbTaTtam akcnepTnsbl Kommccmen coctaBnseTca CnMCoK noarexatumx
YHUYTOXEHUIO HocuTenen MNAH.

YHu4TOXEHNE OymaxHbIX Hocutenen [1[0H npom3BOOMTCS C MOMOLLLIO CheumanbHbIX
BymaropesaTenbHbIX TEXHUYECKUX CPEeACTB (LUpeaepoB) Unm nyTemMm CXUraHms.

K LeHTpanM3oBaHHOMY YHUYTOXEHUO ByMaxkHbIX HocuTenen MOH MoryT npuBnekatbcs
TPETbWU CTOPOHBI (NOAPAOYMKN).

Mocne yHuuTOXEeHMs HocuTenen NOH Komuccuen coctaBnsietca AKT 06 YHUUTOXEHUU

Hocutenen MNOH (TMNoBas oopma akTa npuBeaeHa B [punoxeHue).
7.5. KOHTpOsb Ucnonb3oBaHust TEXHOMorMm 6ecnpoBogHOro Joctyna

MeponpusaTusa no 3awmTe u KOHTPOs 6ecnpoBOAHbBIX COeAMHEHUI BKOYatOT B cebsi:

— OrpaHM4YeHMe Ha WCNoNnb3oBaHME B WHMOPMALMOHHOM cucteme 6GecnpoBOAHbIX
coeguHeHun (B yactHocTK, 802.11xWi-Fi, 802.15.1 Bluetooth, 802.22WRAN, IrDA 1 uHbIX
6ecnpoBOAHbIX COeAMHEHUI) B COOTBETCTBMM C 3agadamm (pyHKUMAMMN) MHGPOPMaLIMOHHOM
CUCTEMbI, S8 PELLIEHNsT KOTOPbIX TakMe coeanHEeHNs He0BX0aANMbI;

—  OrpaHMYeHne Ha UCNosib3oBaHMe TEXHONOMn 6ecnpoBO4HOIO AOCTYNa B COOTBETCTBUM
Cc 3agayvamn (PyHKUMSMWN) WMHAPOPMALMOHHON CUCTEMbI, ONA PELIeHUs KOTOPbIX TaKoW
aoctyn Heobxoaumm, W npefoctaBneHne 6ecnpoBOAHOrO  [OCTyna TONMbKO TeM
nosib3oBaTensiM, KOTOPbIM OH HEOH6XOANM ANA BbINOAHEHNSA YCTAHOBEHHbIX AOMKHOCTHbBIX
obs13aHHOCTEN (PYHKLMI);

— npefocTaBrieHMe [OCTyna K napameTpaMm (M3MEHEHMI0 napamMeTpoB) HACTPOMKMK
6ecnpoBogHbIX coeanHeHun Tonbko agmuHucTpaTtopy WCIOH wnn OTBETCTBEHHOMY 3a
obecneyenune 6e3onacHoctm MNAH;

— obecne4vyeHne BO3MOXHOCTU peanusauum 6ecnpoBOAHbIX COEANHEHUIN TOMbKO 4epes
KOHTpOnMpyemMble WHTepdencel (B TOM 4ucne, nytemM MPUMEHEHUs CPeacTB 3aluuTbl
MHdopMauun);

— peructpauusi U aHanm3 cobbiTU, CBSI3aHHbIX C WCMONb30BaHMEM ©ecnpoBOAHbIX
COEaVHEHNI, B TOM YMCIIE AN BbISIBIEHNSA NOMbITOK HECAHKLUMOHNUPOBAHHOMO MNOAKMOYEHMS

K MHOPMaLMOHHOM cnucteme vepes 6ecnpoBoaHbIE COEANHEHUS.
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7.6. YnpaBneHue MHOpMaLMOHHbIMI NOTOKaMM

7.6.1. YnpaeneHne MHHOOPMALMOHHBIMI MNOTOKAMWN AOMKHO obecneymBaTbh paspeLleHHbIN
KomnaHven  MaplpyT  MpOXOXOEHUSI  MHopMauuM  Mexagy  nonb3oBaTensiMu,
yCTpOMCTBaMKN, CErMeHTamMuM B paMKkaxX WHEPOPMAaLMOHHOM CUCTEMbI, a Takke Mexay
NHEOPMALMOHHBIMIU CUCTEMaMK UMK NPU B3aMMOOENCTBUM C CeTbo VIHTEpHET Ha ocHoBe
npaBun  ynpaBneHns  UHAOPMALMOHHbIMM  MOTOKAMK,  BKIOYAKOLWMX  KOHTPOIb
KOHdpUrypaumm MHGOPMaLMOHHOM CUCTEMbI, UCTOYHMKA W Mony4daTens nepenaBaemMou
NHGOPMaLMK, CTPYKTYpPbI Nepeaasaemoi MHopMaLnm, XxapakTepucTuk MHOOPMaLMOHHBIX

NOTOKOB M (MNK) kKaHana cea3un (bes aHanunsa cogepxaHus nHopmaumm).

7.6.2. YnpaeneHve WHGOPMAUMOHHLIMM NOTOKaMM [OMKHO OGnokupoBaTh nepedady
3alumaemMon uHdopmaummn Yepes ceTb VIHTEPHET MO He3alUMLLEHHBbIM NUHUSIM CBS3U,
ceTeBble 3anpocbl U Tpaduk, HECAHKLUMOHMPOBAHHO UCXOASLME U3 MH(OPMALMOHHOM

CUCTEMbI N (VIJ'II/I) BXogdiuine B I/IH(*)OpMaLI,I/IOHHy}O cucremy.

7.7.3awmTa  OT HECaHKUMOHWPOBAHHOrO  (U3MYEeCKoro [AoCTyrna K 3nemMeHTam

I/IHCbOpMaLWIOHHbIX CNCTEM MNMEePCOHAJIbHbIX OaHHbIX

7.7.1. MeponpuaTtms No on3nyecKkoMy KOHTPOSTHO JOCTYMNa BKIKOYaAKOT:

—  KOHTpOSb AOCTYyNa Ha TEPPUTOPUIOD;

—  KOHTpOnb AocTyna B nomelleHnsa ¢ obopyaosaHnem NCIOH;

—  KOHTpOnb AoCTyna K TexHu4eckum cpeacteam NCI1OH;

—  KOHTpOIb nepeMeLLeHnin guamyeckmnx komnoHeHTos VCTTOH.

7.7.2. MeponpmuaTna no KOHTPOSIKO AOCTyna Ha TEeppuTopuio OOMMKHblI obecneynTb
KOHTPONMpPyeMOE HaxoXxaeHune noceTutenen Ha Tepputopumn KomnaHuu.

7.7.3. [loMeLLeHNsa C cepBEpPHbIM, TENEKOMMYHUKALMOHHBIM U CeTEBbIM 0BOpPYAOBaHMEM
NMCMNOH [omkHbl UMETb MNPOYHblE BXOAHblE ABEPU C HAOEXHbIMW 3aMKamMu  Unu
npucrnocobneHnamMm onst onevartbiBaHus. [1Bepn O0MKHbI ObiTb MOCTOSIHHO 3aKpbIThbl HA
3aMOK M OTKpbIBATbCS TONbKO AJ1S1 CAHKUMOHUPOBAHHOIO Npoxoaa paboTHMKOB.

7.7.4. [IBepn nomewieHnn, B KOTopbix pasmewaotcs APM nonb3oBatenen WCTIOH,
AOJTKHbI 6bITb 060PYA0BaHbLI 3aMKaMK, MO0 B 3TUX MOMELLEHUAX OOMKHbI 06ecnevmnBaTbes
MEPONPUATUA NO KOHTPOSIO AENCTBUIN HAXOOALMXCHA B HUX MOCTOPOHHUX NN,
HaxoxgeHne B MOMELLEHUM §nL, HEe Y4YacTBYHLUMX B TEXHOMOMMYEeckux npoueccax
o6paboTku MNAH (o6cnyxmBatrowmn nepcoHan, apyrme paboTHUKK), 4OMKHO NPOU3BOANTLCS
TONbKO B NPUCYTCTBMM PabOTHUKOB, y4aCTBYIOLNX B COOTBETCTBYHOLLMX TEXHOMOrMYECKNX

npoueccax.
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PacnonoxeHne MOHMTOPOB  paboymx CTaHUMMA  OOIDKHO  NPendaTtcTBoBaTb  MX
HeCaHKUMOHNPOBAHHOMY TMPOCMOTPY CO CTOPOHbI OPYrUX nul, He ABMAKLWMXCS
nonsb3osatenamu UCIOH.

7.7.5. [pu BbIHOCE YCTPOMUCTB, XpaHAwmx MNOH, 3a npegernbl KOHTPONUPYEMOW 30HbI MK
pPEeMOHTa, 3aMeHbl U T.MN. AOMKHO OblTb 0BecnevYeHo rapaHTUPOBaAHHOE YHUYTOXEHUE
MHOpMaUUK, XPaHUMOW Ha 3TUX YCTPOUCTBAX.

7.7.6. KOHKpeTHbIN cocTaB Mepornpuatui gna otaensHoix WCIIOH onpepensetca no

pesylibTatam paspa60TK|/| MoAenn yrpo3 n HapywmTend.
7.8. PGSGpBMpOBaHMe nepcoHarnbHbIX AAaHHbIX

7.8.1.B uensx BocctaHoBneHus [10H, MOANDUUMPOBAHHBLIX WM YHUYTOXEHHbIX
BCNeAcTBME HeCaHKUMOHMpOoBaHHOro goctyna Kk Hum, B VCIIOH, B KOTOpbLIX (COrnacHo
MoAenu yrpos) Heobxogmmo obecnevntb LEenoCTHOCTb M AO0CTYnHOCTb [MH, OOMmKHO
npoBoAUTLCA pe3epBHOe KonupoBaHue MOH.

7.8.2. Pe3sepBrpoBaHMe [OMKHO OCYLLECTBMASATbCA HA MarHuUTHble IEeHTbl UnuM apyrue
HoCUTENU MHGOPMaLMK C COOTBETCTBYIOLUM YPOBHEM HaOEXHOCTU U AONTOBEYHOCTH.
7.8.3. XpaHeHne pe3epBHbIX KOMUMA [LOOSMKHO OCYLLECTBNATLCA B HaLeXHbIX cendax
(MeTannuyeckux LWwkadgax). XpaHeHne (N0 BO3MOXHOCTW) AOJDKHO OCYLLECTBIATLCA B
MecCTe, TeppUTOpManbHO yaaneHHOM OT OCHOBHOIO XpaHunuvia nHopmaumn.

7.8.4. BocctaHoBneHne nHopmMauum npomsBogMTCcs B cnyvyae ee YaCTUYHOW U NoSTHOW
yTpaTbl NyTEM MEPEHOCa [aHHbIX C pPEe3epBHbIX KOMUM Ha OCHOBHbIE HOCUTENWN B
COOTBETCTBMM C IKCMNyaTauMOHHOW AOKYMEHTaumenm Ha WUCMNOoSb3yeEMYKD CUCTEMY
BOCCTaHOBIEHMS AaHHbIX. 10 3aBepLUEHMI0 BOCCTAHOBMNEHUS OCYLLECTBAETCS NpoBepka
paboTOCNOCOBHOCTN M LLENOCTHOCTM AAHHbIX.

7.8.5. OTBETCTBEHHbIM 3a pe3epBuMpoBaHME Heobxoaumbix maccueoB [1[H siBNsieTcs
OTBeTCTBEHHbIN 3a obecnevyeHne 6e3onacHocTm MOH.

7.9. YnpasrneHue ya3BUMOCTSAMU

7.9.1. YnpaBneHune yasBMMOCTAMM ABNsSieTcsl 0653aTenbHOM COCTaBHOM YacTbio npouecca
obecneyvenunsa 6esonacHocT MNOH OT HECAHKLMOHMPOBAHHOIO AOCTYyNa.

7.9.2. Pe3ynbTaTbl ynpaBreH1si ya3BUMOCTAMM NO3BOSIAKT OOBEKTUBHO OLLEHUTb YPOBEHb
sawmweHHoctn WCIMIOH n npuHATb HeobxoauMmble Mepbl AnNs ero npuBeaeHus B
COOTBETCTBUE YCTAHOBIIEHHLIM TPEOOBAHUAM.

7.9.3. MOHUTOPWHT ya3BMMocTen B KoMnaHum Npon3BoaMTCA HE pexe OQHOro pasa B MecsL
nyTem ckaHnpoBaHusa o6bekTos JIBC KomnaHum (cuctemHoro n npuknagHoro MO cepeepos,

pabounx CTaHuMn, KOMMYHUKaUMOHHOro 06opyaoBaHUs).
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7.9.4.B xogoe CKaHMpOBaHWS  BbIMOMHAETCA  WMOEHTUUKaAUMS  ceTeBbIX  Cryxb,
ncnonb3yeMblX Ha 06bEKTE CkaHNPOBaHUSA (cepBep, paboyvasi CTaHUMSA, KOMMYHUKALMOHHOE
obopyaoBaHue), NpoBepka CBOEBPEMEHHOrO OOHOBEHMSA CUCTEMHOIO U npuknagHoro 0,
BO3MOXHO MOAENNPOBaHNE HECAHKLUMOHUPOBAHHbLIX AEWCTBUMA 3M0YMbILWSIEHHMKA MO
nosly4eHnto JocTyna K obpabaTbiBaemMbIiM U XpaHUMbIM Ha o6bekTe H.

7.9.5. CkaHupoBaHue obbektoB JIBC Komnanum npoBoantcss OTBETCTBEHHbIM 3a
obecnevyenne 6eszonacHoctn [1OH ¢ paboyero mecta, 060pyAOBAHHOIO CUCTEMOW
obHapyxeHus yassumocTen. CkaHupoBaHue obbektoB JIBC KomnaHum Takke MoOXeT
npoBoauTbCcsa paboTHukamu nogpasgenexdna UT, no cornacoBaHuto ¢ OTBETCTBEHHLIM 3a
obecneyeHne 6esonacHocTn MNOH.

7.9.6. Nepen Havanom nposepkn OTBETCTBEHHbIN 3a obecneveHne 6GesonacHoctu [MOH
onpegensieT obnactb NPOBEPKM, MPOM3BOAMT COOTBETCTBYHOLLME HACTPOMKN B CUCTEME
oGHapyXeHnsi ysi3BUMOCTEW W COrMnacoBbiBaeT BpPeEMS MPOBEOEHUS CKaHUPOBaHUSA C
paboTHMkamun nogpasgenenus T, oTBETCTBEHHLIMW 32 aAMUHUCTPUPOBAaHWE BOLLUEALUNX B
obnactb npoBepkn komnoHeHToB JIBC KomnaHun.

7.9.7. Npn npoBegeHUn ckaHupoBaHua paboTHWKM nogpasgeneHus UT ocywecTtBndaT
MOHUTOPUHI paboTocnocobHocTn ckaHnpyembix obbektoB JIBC Komnawun. B cnydae
BO3HUKHOBEHUS1 cboeB B ux paboTte paboTHuku nogpasgenexHma UT HesamegnuTenbHO
cTaBaT B u3BecTHocTb OTBeTcTBEHHOro 3a obecnedyeHne 6Ge3onacHoctn [10H,
BbINONHAKOLWErNo ckaHnpoBaHue. Npn BO3HMKHOBEHUM COOEB, CYLLIECTBEHHO BMSAIOLWMX HA
BbIMOSNIHEHME  KPUTUYHBIX  npoueccoB  KomnaHuM, CKaHUpOBaAHWE  HEMEeONEeHHO
npekpawiaeTcs 4o YCTpaHeHUs NpuynH cbos.

7.9.8.0na  cHWKeHNA  BO3MOXHOIO0  OTpuUaTenbHOro  BO3AEWCTBMA  MpoLenypsbl
ckaHnpoBaHunsa Ha 06bekTbl JIBC KomnaHuu, 3aaencTBoBaHHbIE B BbINOSTHEHUN KPUTUYHBIX
npoueccoB, ckaHupoBaHne ob6bekToB JIBC wuenecoobpa3Ho npoBoanTb B 3apaHee
onpeaeneHHble TEXHONOrMYeCckme OKHa, CorfiacoBaHHble ¢ nogpasaeneHmem UT.

7.9.9. Mo 3aBeplieHMn npoueaypbl ckaHMpoBaHus OTBETCTBEHHbIM 3a obecnedveHue
6e3onacHocTn [OH oTpaxaeT pesynbTaTbl NPOBEAEHHOrO CKaHMPOBAHMS B OTYETE MO
pesynbTtatamMm BbISiBNEHUA (Noucka) ys3BumMmocTen. B otyeTe gomkHa ObiTb OTpaxkeHa
cnegyowasn nHpopmaums:

— YMCIO NPOBEEHHbIX CKaHMPOBaHUM B paspes3e umerwmxca |IP-ceTten 3a OTYETHbLIN
nepuog;

— nepeyeHb o06bektoB JIBC Komnanun (APM, cepBepbl, KOMMYHUKALMOHHOE
obopyaoBaHue), Ha KOTOpbIX OBHapYy>XeHbl YA3BUMOCTU, CBA3aHHblE C HECBOEBPEMEHHbLIM
ncnonHeHmem TpeboBaHM K OBHOBMEHMIO cMCTEMHOro u npuknagHoro MO, a Takke €

HapyweHnAaMmn B HaCTpOVIKaX MexaHn3MoB 6e30MnacHoCTH CKaHupyeMmbIX 00OBbEKTOB;
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— OonucaHwue BbISIBMIEHHbIX YSI3BUMOCTEMN;

— pekoMeHZauun no yCTpaHeHU0 OBHapPYXXEHHbIX YSI3BUMOCTEN (NfiaH MeponpuATUiA Nno
NX YCTPaHEHWIO).

7.9.10. lNoaroToBMAEHHbINM OTYET O CKaHMpoBaHUKU nepegaetcs B Otaen MHGopMaUnOHHbIX
TexHonorun (ganee - nogpasgenexve UT) ona npoBedeHus cCooTBETCTBYOLWMX paboT no
YCTPaHEHMIO BbISIBIIEHHbBIX YSI3BUMOCTEMN.

7.9.11. Noppasgenenne UT ycTpaHseT BbISBMEHHbIE YA3BMMOCTW, B TOM 4uCrie NyTeM
ycTaHoBkM o6HoBneHun [1O cpeacts 3awuTbl MHOpMauMM, OBLECUCTEMHOTO WU
npuknagHoro MO 1 MukponporpaMMHOro obecnevyeHnss TEXHUYECKUX CPEeACTB.

7.9.12.Tlo wnTOoraMm YCTpPaHEHUs BbISIBMIEHHbIX Ys3BUMMOCTeEM nogpasgeneHve WT

nHopmnpyeT OTBETCTBEHHOIO 3a obecrneyeHune 6esonacHocTy MNMOH 0 ux pesynbTaTtax.
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8. PEATMPOBAHUE HA MHUUOEHTDbI BE3OMNACHOCTHU
NMEPCOHAIJIIbHbIX OAHHbLIX

8.1. Tvnbl MHUMAEHTOB 6e3onacHOCTH

8.1.1. K uHumpaeHTam 6e3onacHoctu MNOH (nanee — IHUMAEHTLI) OTHOCATCS:

—  HapylweHune KOHpnaeHUMansHOCTH, LenoCcTHOCTN unu goctynHoctu MNAOH;

— o0oTKa3 obopyaoBaHud, cepBUCOB, cpeacTB obpaboTkm u (Mnu), BXOASALWMX B COCTaB
NCram;

— HecobnwgeHue TpeboBaHUM  BHYTPEHHMX  OpraHU3auMOHHO-pPacnopPAaUTENbHbIX
AOKYMEHTOB U OEUCTBYIOLUMX HOPMATUBHbLIX LOKYMeHTOB P® B obnactu obpaboTku u
s3awmTbl MNAH (HapyweHne npasun obpaboTku MORH);

— 3apaxeHune nporpammMHbix KomnoHeHToB WCIIOH BpedoHOCHbIM NPOrpaMMHbIM
obecneveHnem.

8.1.2. K lHunaeHTam Takke OTHOCATCS NonbITKK U dakTbl nonyyvyenns HCL k WCTOH:

— ceaHcbl paboTbl B MCIOH He3aperncTpupoBaHHbIX Nonb3oBaTeNen;

— ceaHcbl pabotbl lNMonb3oBatenen lNOH c HapyweHWeM YCTaHOBMIEHHOrO BpEMEHU
AocTyna;

— ceaHcbl pabotbl MNMonb3osatenen MNOH, Cpok AENCTBMA NOMTHOMOYUA KOTOPbIX UCTEK,
nNnBo B COCTaB MNOTHOMOYNIM KOTOPbIX HE BXOAAT BbisiBNIEHHbIE AenctBud ¢ MNOH;

— JencTBuda TpeTbero nuua, nbiTaroLwerocs NonyyYnTb 4OCTYN (MU NONyYMBLUErO AOCTY)
C WCMNonb3oBaHMEM Y4YEeTHOW 3anvcu [pyroro nonb3oBatensd B LEnAX MonyvyeHus
KOMMepYEeCKON unu Apyron Bbirogbl, MeTogomM nogbopa napons unv MHbIMM MeTodamu
(cny4vanHoro pasrnaweHust naponsa u 1. n.) 6e3 Begoma BnagenbLa y4eTHON 3anucu;

— COBEpLUEHME MNOMbITOK HECAHKUMOHNPOBAHHOIO 4OCTyNa K paboyen ctaHumm, cenay,
Lwkady v ap.;

— HeCaHKUMOHUPOBaHHOE BHECEeHVWEe WU3MEHeHUW B napameTpbl  KOHurypaumm
NPOrpaMMHbIX UMW annapaTHbIX CpeacTB 0b6paboTkMm unu 3awuTbl, BXOAALWMX B COCTaB
nCnan.

8.1.3. Kpome TOro, Kk WHumgeHtam OTHOCATCH CryyYau co3gaHuMsa nNpeanocbifiok ans

BO3HUKHOBEHUS ONMUCaHHbIX BblLLE UHLWUAEHTOB.
8.2. OnoBeLlueHne 06 nHunageHTe nHdopmaumoHHom 6e3onacHoCTm

8.21.B crnyyae BbISABNEHUSA NHunpeHTa ycTaHaBnMBaeTcs cnepywoLias
nocnegosatenbHoCTb  Aencteu  [lonb3oBatenen [10H ©n  wnx HenocpeacTBEHHbIX
pykoBoauUTeneu:

1) MNpekpatnTb paboTy C pecypcom, B KOTOPOM BbisiBNEH VHUMAOEHT.
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2) OnoBecTUTb CBOEro HEMOCPEACTBEHHOIO PyKOBOANTENSA O (DaKTE BbISIBIIEHUS MHUMAEHTA
©e3onacHoctu MNAH.

3) HenocpeacTBeHHbIN pyKkoBOAUTENDb pabOTHUKA A0SMKeH onoBecTUTb OTBETCTBEHHOIO 3a
obecneyvenne 6esonacHocTu MNLOH o hakTe BbissBNEeHMs nHunageHTa 6esonacHoctu MOH.

4) MNMocne M3BeLLEHNsT yKa3aHHOro AOMKHOCTHOMO nuua no ero TpeboBaHMio HeobxogmMmo

npegoctaBnTb BCHO Heo6x01:|,mmy+o I/IHd)OpMaLI,I/I}O.

8.2.2. OTBeTCTBEHHbIN 3a obecneyeHne 6esonacHocTu lNOH NpoBOAUT KpaTKMW aHanun3
npousowegwero WHungeHta M NpUYMH, CMOCOOCTBYHOLMX €ro0 BO3HUKHOBEHWIO, U
COCTaBnsIeT KpaTKyl CrpaBKy, B KOTOPOMW OnNUCbIiBaeTcA npousowenwmni NHUMaeHT, ero
NnocneacTtBMa M OLEHKa HeobXoaMMOCTM npoBedeHusa paccrnegoBaHust MHumpeHTa.
CnpaBka nepepaetca OTBeTCTBEHHOMY 3a opraHusauuio obpabotku MOH ona npuHATUA
peweHns o HeobxogMmocTu npoBedeHun paccnegoBaHus WHuuaeHnTa. [lopsigok

npoBeaeHna paccrnenosanus VIHumgeHTa onvcaH B pasgene 8.3.

8.2.3. Ecnim no peasynbTatam KpaTkoro aHanmsa WHumgeHTa yCTaHOBMEHO, 4TO
nocnenctems  MHumgeHta HesHauuTenbHbl, TO CNpaBka MOXET He nepeaaBaTbCd
OTBeTCTBEHHOMY 3a opraHusauuto obpaboTkm [MOH, n pa3dbupaTenbCTBO NPOBOAUTCS
camoctoaTenbHo  OTBeTCTBEHHbIM 3a  obecneveHne 6e3onacHoctn [OH. K
He3HauyuTenbHbIM NocneacTeuaM NHUmMaeHTa OTHOCATCA creayowme cryyau:

— nocnegcteua ansa cyobvekTos MNOH He3ameTHbI MO0 Mano OWyTUMBI;

— OTCYTCTBYET WU3MEPUMbIN (OUHAHCOBLIWA, PenyTauuMOHHbIA, MoparbHbIn yuwepb ans
cybbekToB NAOH;

— penyTtauus cybbvektoB NOH, ero maTepuanbHoe 6rarononyyune, Xu3Hb U 300POBbLE HE
3aTPOHYThI;

— OCHOBHble UHTepecbl 1 npaBa cybvekTta lNOH, 3akpenneHHble KoHcTutyumen PO, He
3aTPOHYTHI;

—  OTCYTCTBYHOT (DMHAHCOBbIE M (MNK) penyTaunoHHble noTepu Ans KomnaHuw.
8.3. PaccnegoBaHue MHUMAEHTOB 6€30MacHOCTM NePCOHarbHbIX AaHHbIX

8.3.1. Llenamun npoeeaeHuns paccrnenosaHna VIHUMaeHTa aBnaioTcs:

— yCTaHOBIEeHMe O06CTOATENBbCTB HApPYLLEHUs, B TOM YMCle BPEMEHU, MecTa u cnocoba
€ro CoBepLUEHUS;

— yCTaHOBJIeHMe Nuu, HenocpeacTBEHHO BUHOBHbLIX B JAHHOM HapyLleHUw;

— BbldBJ1IEHNE NPUYNH U ycnosvu7|, Ccnoco6CcTBOBABLUMX HapyLleHuIo.

8.3.2. lpoBegeHne  BHYTPEHHero paccrnefoBaHUs  MPOBOAUTCA MO PELUEHUIo

OTBeTCTBEHHOrO 3a opraHmsaumio obpaboTku MNMAH. C uenbo NpoBeaeHUsA paccneaoBaHms

25



B obsAsaTenbHOM nopsake opmmpyeTcs KOMUCCUS NO paccrnegoBaHuio MHUMAOEHTA, B
cocTaB KOTOpou Takke Bxoant OTBETCTBEHHbIV 3a obecneyeHune 6esonacHocTtu MAOH. Mpwn
HeobxoaMmocTn, K paboTe KoOMUCCUWM MNPUBMEKAKOTCA PYKOBOAUTENN CTPYKTYPHbIX

no,u,pas,u,eneHMVl, B KOTOPbIX 3a(*)I/IKCI/IpOBaHO HapylweHune, n ndble AOJMKHOCTHbIE JnLa.

8.3.3. Komucemna no paccnenoosaHnio UMHUMOEHTa AOOJDKHa TMPUCTYnnTb K pa60Te no
paccnegoBaHUo HEe no3gHee cneayrulero pa6oqero OHA nocne fatbl BblABIIEHUA
MHumpeHTa. OOwas NnpoAOJDKUTENIbHOCTE BHYTPEHHEro paccriegoBaHna He [OOJDKHa

npesbillaTtb OANH MeCAL.

8.3.4. B pamkax npoBefeHust paccrnegoBanus nHunaeHta 6esonacHoctm MNOH kommnceus no
paccnenoBaHUIO MHUMOEHTA YNONMHOMOYeHa:

— MpoBOAUTb OMNpPoC PaboTHMKOB, MO BMHE KOTOPbLIX MNPEeanosioXUTENbHO NpounsoLlen
MHumpeHT, a Takke [OOJDKHOCTHbIX 5uy, KOTOpble MOryT oOKa3aTb COAeNcTBME B
YCTaHOBMEHUN OBCTOATENLCTB BO3HUKHOBEHNS MHUMAeHTa 6esonacHocTu MNOH;

— NpoOBOAUTb OCMOTP OOBLEKTOB M MPeaMeTOB, KOTOpble MOryT UMETb OTHOLUEHUE K
WNHumpeHTy;

— npueBnekatb (C yBeOOMMEHMEM HEMOCPEACTBEHHOro  pyKkoBOAUTENs)  ApPYyrux

paboTHMKOB K MPOBEAEHMIO OTAENbHbIX AENCTBUIN B paMKax BHYTPEHHEro paccrneaoBaHus.

8.3.5. Mo peweHnto OTBETCTBEHHOrO 3a opraHusauuto obpabotkm MNOH Ha kommuccuto no
paccnegoBaHMio MHUMAEHTA MOryT ObiTb BO3M0XEHbl OOMONHUTENbHbIE 06S3aHHOCTU U

npaea.

8.3.6. PaboTHMK, B OTHOLUEHUN KOTOPOro MNpPOBOAUTCS paccrieqoBaHue, OOMmMKeH ObiTb

O3HaKOMIJIEH C pelleHnem o npoeeaeHnn paccrieaoBaHus.

8.3.7. Bce gencresus 4neHoB KOMUCCUKM MO paccriefoBaHU0 MHUMAEHTA U NOMyYEHHblEe B
X04€e paccrnegoBaHus maTtepuanbl  noanexart MNUCbMEHHOMY OMOPMIEHUIO  (aKThbl,

NPOTOKONbI, CNPaBKX, OTYETbI U T. N.).

8.3.8. TpeboBaHne ot paboTHMKA OOBACHEHNSA B MMCbMEHHON POpMe O YCTaHOBIIEHUS
NPUYMNHBI HapyLleHus aBnseTca obasaTtensHbIM. B cnyyae, korga paboTHMK OTka3biBaeTcH
AaTb MUCbMEHHbIE OOBSICHEHUS, €ro YCTHbIE MOKa3aHUsA UIM OTKa3 OT HUX MUCbMEHHO

hMKCUpYOTCS YneHamMm KOMUCCUM NO paccriefoBaHU0 MHUMAEHTa B BUAEe NPOTOKOMa.

8.3.9. B uenax WuCKMYeHMss BO3MOXHOCTM Kakoro-nmbo BO3AENCTBMS Ha npouecc
paccrnegoBaHusa YneHbl KOMUCCUM NO paccrnedoBaHUl0 MHUMAEHTa 00si3aHbl cobnogaTb
KOHpUOEHUMANbHOCTL paccnenoBaHnst OO0 NMPUHATUS MO HEMY PEeLUEeHUs PYyKOBOACTBOM

KomnaHuu.
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8.3.10. OgHOoBpEeMeHHO C npoBefeHneM BHYTpeHHero paccnenosaHus OTBETCTBEHHbIN 38
opraHusauuto obpaboTku MNMOAH MOXeT NOpy4nUTb KOMUCCUM MO paccnefoBaHUIo MHUUAEHTa
onpegenutb yuwepb ans Komnanum u (unu) ans cybbekta [NOH OoT npowusoweawero
nHumgeHta 6GesonacHoctu MOH. B oTaenbHbIX crydvasx Takas oOueHKa MoXeT ObITb

ocyulecTtBrieHa C npueiie4eHnem CI'IeLI,I/IaJ'II/ISI/IpOBaHHOI7I opraHmsauun.

8.3.11. Mo oOKOHYaHWM BHYTPEHHEro paccnefoBaHWs KOMUCCUS MO  paccrneaoBaHuio
nHungeHTa npeacrtasnaet OTBeTCTBEHHOMY 3a opraHmsauuto obpabotku MOAH OTyeT no
pesynbTatam paccrnegoBaHus, B KOTOPOM MU3naratoTCs:

— OCHOBaHusi U BpeEMS NPOBEAEHNS paccneoBaHus;

— npogenaHHas paboTa (KpaTko);

— BpemMms, MeCTO U obcToaTenbCcTBa (hakta HapyLUEHWUS;

—  MPUWYUHBI N YCIIOBUS COBEPLLEHNSI HAPYLUEHWS;

— BMHOBHbIE NULIA N CTENEHb UX BUHBI;

—  Hanuuyme ymbicra B 4ENCTBUAX BUHOBHbIX NLL;

—  NpeanoXeHusi No BO3MELLEHNIO yuiepba;

— npeanaraemble Mepbl HakasaHus (YYUTbiBas NMYHbIE U OenOBble KayecTBa BUHOBHbIX
niy) unu ganbHenwmne eNCTBUS;

— pekoMeHAauumn no UCKMIYEHMIO NOAOOHbLIX HapyLLEeHUN;

— Jdpyrve BOMpOCbl, MOCTaBrfeHHble neped  komuccmen (06  akTyanbHOCTU
KOHunaeHUmansHon nHgopmauum, o pasmepax ywepba n . a.).

— K oTyety npunaratoTtcs:

— TMUCbMEHHble OOBACHEHUS nNUL, KOTOPbIX OnpaluMBanM YfneHbl KOMUCCUM MO
paccneoBaHuio MHUMOEHTA;

— aKTbl (CnpaBku) NPOBEPOK HOCUTENEN KOHMMAEHUManbHOM WMHGOPMauUun, OCMOTPOB
NMOMeELLEHNN U T. A.;

—  Apyrue AOKYMeHTbl (KONUn AOKYMEHTOB), OTHOCSLLMECS K paccrneoBaHuIo, B TOM Yucne

3aKroYeHns No onpeaeneHunio pasmepos yliepba.
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8.3.12. OT4yeT pomkeH ObITb MoanMcaH BCEMU YrieHamMu KOMUCCUM MO paccnegoBaHuio
MHUMOEHTA. I'IpM Hecornacum ¢ BbiBogamMmun ninm cogep>xaHnem otaeribHbIX NOMOXEHUIN YNeH
KOMUCCUM MO paccriegoBaHio MHUMAOEeHTa, noarnncbiBasd 3aKkrito4YeHune, npmo6|.|.|,aeT K HEMY

cBoe ocoboe MHeHMe (B MMCbMEHHOM Buae).

8.3.13. PaboTHUK, B OTHOLUEHUMU KOTOpOro npoBoanUTCA paccrnegosaHune, WM ero
yﬂOﬂHOMOLIeHHbIVI npegcrasutesib  UMET MNpaBoO O3HaAKOMIIEHUA C MaTepuanamm
paccnegosaHnA n Tpe6OBaTb npmo6meHm;| K MaTtepumalnam paccnegosaHnA

npeacrasndaemMblX UM OOKYMEHTOB 1 MaTepuralioB.

8.3.14. PaGOTHMK, B OTHOLLUEHUN KOTOPOro MNpoBeAEeHO paccrefoBaHue, AOMKeH ObiTb

O3HaKoOMIIeH noAa noanmncb C OTYETOM MO pe3yrnbTaTamM paccriegoBaHuA.

8.3.15. PelwweHune o npunBrie4eHMn K OTBETCTBEHHOCTU paGOTHMKa NMPUHNMaETCA TOJIbKO

nocrne 3aBepLUeHns paccnegoBaHns U 0OpPMNAETCS NPUKa3oM.

8.3.16.Mpn Hanuuun B OencTBusx paboTHUKA MPU3HAKOB  aAMUHUCTPATUBHOIO
npaBoOHapPyLUEHUS WM YrofioBHOro npectynneHns KomnaHum o0653aH obpaTutbcs B
npaBoOOXpPaHUTESNbHbIE OpraHbl ANA NPUBIIEYEHUSs BUHOBHOIO K OTBETCTBEHHOCTW, B

COOTBETCTBUU C NMOJTIOXKEHNAMUN HOPMATUBHbIX JOKYMEHTOB PO.

8.3.17. B cooTteeTcTBMM ¢ TpyaoBbiM kogekcom PP, BoamelleHne yuwepba npoms3BoanTcs
HEe3aBUCMMO OT MpUBIIEYEHNA PabOTHMKA K OUCLUMNNUHAPHOW, agMWUHUCTPATUBHOW MK
YrofIOBHOM OTBETCTBEHHOCTU 3a AeNCTBUS unn 6e3gencrene, KOToOpbIMU NPUYNHEH YyLLepO

paboTogaTento.

8.3.18. Mpun Hecornacum paboTHMKa C pe3ynbTaTamm noacyeTa yuepba B3biCkaHMe LOIMKHO
npou3BoaMUTLCA MO peleHutio cyda. B aTom cnydae 3aknioyeHue no pesynbrartam
BHYTPEHHEro paccrnefoBaHUA CTaHOBUTCS MUCbMEHHbIM OBOCHOBaHMEM MNPUYACTHOCTM

pabOoTHMKa K AENCTBUSAM, MOBJEKLLMM HaHeCeHWe yulepba.

8.3.19. OT4yeT CcO BCeMM npunaraembiMM Matepuanamm (B T. 4. NpuKasbl) MNOANEXUT

XpaHeEHUIO B OTOENIbHOM Aene.

8.4. MeponpmaTna npwu HacTynneHun uHUMgeHTa wuHdopMaunoHHon ©e3onacHoCTy,

CTaBLLEro NPUYMHOM HEraTMBHbIX NocneacTemn ansa cyovekra MNOH.

8.4.1. B cny4ae ecnu nHumaeHt b MoxXeT cTtatb (Mnn yxxe ctan) NPUYNHON HeraTuBHbIX
nocnegctBun gna cybwvektoB [MOH, MOH 3Tux cyb6bLEKTOB HEOOGXO4MMO HeMeONeHHO
6nokmpoBatb. PeweHne o 6nokupoBaHun [1OH npuHUmMaeT OTBETCTBEHHbIM 3a

opraHusaunto obpaboTkm MAH.
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8.4.2.T1H ocTatoTCcA 3a6J'IOKVIpOBaHHbIMI/I 00  YCTpaHeHuda nNpuydnH, NOBJIEKLUUX

HacTynneHve nHunaeHta Vb v ero nocneacteun.

8.4.3. Ecnn npuyunHbI BO3HUKHOBEHUA uHUmMaeHTa VIB HeBO3MOXHO ycTpaHuTb, To [1OH
AOIDKHbI  OblTb  YHUYTOXeHbl. OTBETCTBEHHbIM 3a opraHuMsaumto obpabotkm [OH

obecneunBaet yHnuyTOXeHME NOH B CPOK, HE NpeBbILWAaLWNN 4eCATU paboyunx gHEN.

8.4.4. B cnyyae OTCYTCTBUS BO3MOXHOCTU YHUYTOXeHUA T[H B TedeHue gectu paboumnx
AHen, ocywecTBnsaeTcs bnoknposaHue takmx MNOH n obecnevnsaetcsa yHuytoxeHue MNOH B

CPOK He bonee 4yem WECTb MECALEB.
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9. BHYTPEHHUE KOHTPOJIbHbIE MEPOINPUATUA

9.1. B uenax KOHTponsa cooTBeTCTBMA NpoueccoB obpaboTkm NIOH 3akoHoaaTenscTBy PO B
obnactn obpaboTkn n 3awmTsl MNOH, TpeboBaHnam k 3awmTte MNOH, nonuTtnke Komnanum B
OTHOWeEeHMM 06paboTkM nepcoHarnbHbIX [AaHHbIX WM FfoKanbHbIM akTam KomnaHum

npoBOAATCA BHYTPEHHNE KOHTPOJIbHbIE MEPONPUATUA.

9.2. CocTtaB BHYTPEHHUX KOHTPOSIbHBIX Meponpusatuin onpegensetcsd OTBETCTBEHHbIM 3a
obecnedenne 6esonacHoctn [1OH. KoHTposnbHble MeponpusaTus BkAodaetcs B [naH
MeponpusaTnin no obecneveHuto 6esonacHoctn OH. TunoBom nepeyeHb KOHTPOSIbHbIX
MeponpuaTMin B oOTAeNbHbIX nogcuctemax C3MOH npuBegeH B [punoxeHne [0 K
HacTosdwemy NonoxeHuto. Kpome Toro, B XoAe KOHTPOSIbHbIX MEPONPUSATUA 06a3aTeNbHO
Npoun3BoasaTCA BbIGOPOUYHbIE NPOBEPKN PAaOOTHMKOB Ha NpeaMeT 3HaHUSA 1 cOBNIAEHNS MU

TpeboBaHUn nokanbHbIX aktoB KomnaHum B cchepe MOH.

9.3. HenocpeaCTBEHHO neped HayaroM NpPOBeAEHUA KOHTPOSbHbIX MeponpuaTuin, 3a 3
pabounx gHa OTBeTCTBEHHbIM 3a obecnedyeHune OesonacHoctn [OH HanpaBnswTCA
yBegomrieHns PykoBoauTenam CTPYKTYpPHbIX nogpasfeneHuid, B KOTOPbIX MNiiaHupyeTcH

npoBeneHne NpoBepKu.

9.4. MNo nToram npoBeAeHUS BHYTPEHHUX KOHTPOSbHbIX MEPONPUSATUIN (POPMUPYETCH OTHET,
BKMOYawwmun B cebsi onucaTtenbHylo 4acTb M Tabnuuy cobnogeHus yCTaHOBMEHHbIX
npasun obecneyeHuns 6GesonacHoctn [OH (TMnoBas dopma oT4yeTa npuBedeHa B

MpunoxeHwne E).
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10. KOPPEKTUPYIOLLUE OENCTBUA

KoppekTupytowime OencTBust HanpasfieHbl Ha YCTpaHEHME BbISIBIIEHHbIX (B pe3ynbTaTe
NPOBEAEHHbIX KOHTPOJSTbHBIX MEPONPUATUA UNN paccnefoBaHNn UHLUNOEHTOB) OTKITOHEHWUN
oT NpaBun obpaboTkn n obecneveHust 6esonacHocTu MNOAH.

Ha paHHOM 3Tane Heo6xoaUMO OLEHUTb CTENEeHb KPUTUYHOCTU BbISBMNEHHbBIX OTKITOHEHWI
1 npoBecTn paboTbl NO NX YCTPAHEHMIO.

10.1. OueHka CTeneHn KPUTUYHOCTU BbISIBITIEHHbLIX OTKNOHEHWI

Mpwn oueHke CTeENEeHN KPUTUYHOCTU KaXKO0ro BbIABNEHHOro OTKNoHeHna OTBETCTBEHHbIN 3a
obecneyveHne 6esonacHocTh MNH pykoBOACTBYETCS CreayrLmMMn KpUTeEPUSMIA:

— OTKMOHEHME MOXHO WuCnpaBuUTb B OMNepaTMBHOM nopsgke (Hanpumep, CMeHa
pasrnalleHHoro nosib3oBaTenemMm napons 4oCTyna, He3HaYuTeNbHOe M3MEHEHME NpaBun
dunbTpaLUM Ha MEXCETEBOM 3KpaHe U T. N.);

—  OTKMOHEHMEe HEBO3MOXHO UCMNPaBUTbL B ONepaTMBHOM nopsiake n Tpebyetcsa BHeceHne

nameHeHunn B C3MNAH, komnoHeHTbl UCIAH unu npoueccol obpaboTku MNAH.
10.2. YcTpaHeHune BbISIBIIEHHbIX OTKNOHEHWU

B 3aBMCMMOCTM OT KPWUTUYHOCTU BbISBNEHHbIX OTKIOHeHU OTBETCTBEHHbI 3@
obecneyvenne 6esonacHoctu MNOH nNMbo BblgaeT 3agaHMe Ha onepaTUBHOE YCTPaHEHUe U
Ha3Ha4yaeT OTBETCTBEHHbIX 3a AaHHY paboTy, Nnbo paboTbl NO yCTPaHEHUIO OTKITOHEHUI

BHocATCA B [TnaH meponpuaTtui no obecneyeHmto 6e3onacHoctn MOH.
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11. HOPMATUBHbIE CCbIJIKA

B HacToawem [lonoxeHun wcCnonb3oBaHbl CCbIIKM Ha crnejywwue HopMaTUBHbIE
npaBoBble JOKYMEHTbI:

11.1. MNMocTtaHoBneHne [pasutenoctea Poccuinckon depepaumm ot 01.11.2012 Ne 1119
«O6 yTtBepxaeHun TpeboBaHW K 3aliMTe NepcoHarnbHbIX AaHHbLIX Npu ux obpaboTke B
WHAOPMALMOHHBIX CUCTEMAX NepPCOHanNbHbIX AAaHHbIX».

11.2. basosas mogernb yrpo3 6e3onacHOCTU NepcoHanbHbIX AaHHbIX Npu nx obpaboTke B
WHOPMALUMNOHHBLIX CUCTEMAX MNepcoHarnbHbIX AaHHbIX (yTBEpXAeHa 3amecTutenem
anpektopa PCTOK Poccum 15.02.2008).

11.3. MeToanka onpegeneHnss akTyanbHbIX yrpo3 6e30nacHOCTU NepcoHanbHbIX OaHHbIX
npu nx obpaboTke B MHPOPMALMOHHBLIX CUCTEMAxX MepcoHanbHbIX AAHHbIX (YyTBEpXOAeHa

3amectutenem aupektopa PCTIK Poccun 14.02.2008).
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12. NEPEYEHb MPUNTOXEHUN

Tabnuua 2. NepeveHb NPUNOXKEHNI

:;:',1 HanmeHoBaHue npunoxeHus

A | ®opma cnyxebHol 3annckn Ha NnpegocTasnenve goctyna K MNOH

B | ®opma xypHana yyeTa Hocutenen MNOH

B | Akt 06 yHU4TOXEHWUM HOCKTENen MNOH

I | AKT 06 yHUYTOXEHUN 3anucer ¢ HocuTenen MOH

i TunoBor nepeveHb BHYTPEHHMX KOHTPOMbHbLIX MPOBEPOK B OTAEMbHbIX NoACUCTEMAxX CUCTEMBI

3alNTbl NepCoHanbHbIX AaHHbIX
E | ®opma oTyeTa no ntoram NnpoBeAeHUs BHYTPEHHUX KOHTPOMNbHbLIX MEPONPUATUIA
XK | CobbiTua 6e3onacHoCTH, nognexalume perncTpaumm, U CPokU UX XpaHeHus
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MpunoxeHne A ®opma cnyxebHoM 3anUcKM Ha npeaocTaBneHue goctyna K MNAOH

CnyxebHas 3anuvcka

Mpowy npegoctaBuTb paboTHUKY (cTpykTypHOE nogpasgeneHue,

®amunua MN.0.) c uenbio BbINOMNHEHUS TpyaoBbIX ob6A3aHHOCTEN AocTyn K paboTe K

cnegywowum  komnoHeHtam  UCIIOH: (HanmeHOBaHMe pecypca) C

npefocTaBfieHMEM  Cregylowmx  MOfHOMOYUNA: (4TeHue, 3anuce,

n3MeHeHue, yaaneHue).

<OOJKHOCTb HernocpeacTtBeHHOro pykoBoanTesns pa6OTHMKa>

(mnognuceb)
3adBka ncnosiHeHa
[lononHuTtenbHasa nHpopmauyus:
NPUCBOEHO CETEBOE UMS:
<pomkHocTb OTBETCTBEHHOrO 3a obecneyeHne 6esonacHoctn MOH>
(mnognuce)

O nopsgke CMeHbl naponst nNpu  NepBOM BXxode B CUCTEMY pabOTHMK

NMPOUHCTPYKTUPOBAH:

<O0JMKHOCTb paboTHuKa>

(mnognuce)
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NMpunoxeHne b ®opma xypHana y4yeta Hocuteneu MNAH

XKypHan HavarT « » 202__ r. XypHan 3aBepLleH « » 202__ .
[lomKkHOCTb [omKHOCTb
[/ ®.1.0. pomkHocTHOro nuua / [ ©.1.0. pomkHocTHOro nuua/
Ha nmcrax
OTmeTKa 06
YHUUYTOXEHUU
HocuTens
YYeTHBIN HanmeHoBaHue damunus Moanucek | MNoanuchb Ay
JaTta Bug nnu KonuyecTtBO nuua, 3a 3a
HoMmep nepeBoge ero
perucrtpauum | Hocutens Ha3Ha4YeHue JINCTOB NoslyyYMBLUEro | nosiydyeHne | Bo3Bpart
HocuTens Ha y4yeTt
HocuTens HOCUTEenNb M para M para
OOKYMEHTOB

BblaeJieHHOoro
XpaHeHusA
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MpunoxeHue B AKT 06 yHuuToxKeHun Hocutenen MNAH
YTBEPXOAKO
<pgomkHocTb OTBETCTBEHHOIO

3a obecneyeHune 6esonacHocTn MOAH>

(®.1.0., nognuce)

Hactoswmm aktom noATBEpPXOAeTCsl YHUYTOXEHME HOCUTENs MepCoHarbHbIX
AaHHbIX Ne (y4eTHbIN HOMEpP HOCUTENS), (marta), 3akpenneHHoOro 3a

(gormkHocTb, @ N.0. coTpygHuKa) nyTem

(paspesaHue, CKUraHue, MEXaHUYECKOE YHUUTOXEHME).

MpencepaTtenb KommMccun

(mnognuce)

YUneH komuccum

(nognwuce)
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MpunoxeHune I' AKT 06 yHNUTOXEHMU 3anmucen ¢ HocuTtenen MNMOH
YTBEPXOARKO
<pormkHocTb OTBETCTBEHHOIO

3a obecneyeHune 6esonacHocTn MOAH>

(®.1.0., nognuce)

HacToswmnm aktom noareepXXgaeTcd YHUYTOXEeHUne (CTI/IpaHI/Ie) 3anuceun ¢ HocuTend

nepcoHanbHbIX AaHHbIX Ne (y4eTHbIn HOMeEp HocuTens), (nara),
3aKpenseHHoro 3a (gomxkHocTb, @ N.0. coTpyaHuka)
nporpamMMHbIM CPeACTBOM (HaumeHoBaHWe NPOrpamMMHOro CpeacTBa).

MpencepaTtenb KommMccun

(mnognuce)

YUneH komuccum

(nognwuce)
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anIﬂO)KEHVIe O TunoBow nepevYyeHb BHYTPEHHUX KOHTPOJIbHbIX MPOBEPOK B
oTAeJNIbHbIX NoACUCTEMAaxX CUCTEeMbl 3allnUTbl NepCoOHalNbHbIX AAHHbIX

Ta6bnuua 3. TunoBon nepevyeHb BHYTPEHHMUX KOHTPOJIbHbIX NPOBEPOK

I:‘;'I')_I KoHTponbHble NpoBepku U 06bEeKTbI NPOBEPOK
1 lModcucmema ynpaeneHuss docmyrnom
1.1 | COOTBETCTBME YCTAHOBIIEHHbLIX MpaB AOCTyna (B MpUKNagHbIX cucTemax, 6asax AaHHbIX M T. n.)
NOSIHOMOYMSIM B pamMKax TPYAOBbIX 06513aHHOCTEN paboTHMKA
1.2 | cooTBETCTBME HACTpPoeKk W ycnosBuin akcnnyatauum C3U  TpeboBaHMsiM, yKasaHHbIM B
3KCMyaTaunoHHOM AOKYMEHTaLUum
1.3 | npouecc naeHTUdUKaLmMmn, ayTeHTMKaumm n aBTopmsaunmn npyu BXo4e norb3oBaTtens B cMCTemMy
(obpalueHun k nHpopmaumoHHbiM pecypcam VCTOH)
1.4 | mexaHu3mbl GnokupoBaHuMsi poctyna cpegctBamu  3awmtbl oT HCL npu  BbiNonHeHUn
yCTaHaBNMBaeMOro Yucia HeyaadHbiX NONbITOK BBOAA Naposis
1.5 | cuctema cMeHbl napons NpUHyAMTENbHbIM 00pa3oM (Mo UCTEYEHNO CpoKa AencTBms napons)
1.6 | BbINONHeHWe TpeboBaHUI NO CTOMKOCTM Napons K NonbiTkaM KoMnpoMeTaunm
2 lModcucmema pecucmpayuu u y4yema
2.1 | HannumMe B CUCTEMHbIX XypHanax 3aperMcTpupoBaHHbIX nonbitok HCA (B T. 4. MMUTaums NOnbITOK
HC[ k cucreme)
2.2 | cOOTBETCTBME HACTPOEK M YCIOBMI IKCMMyaTaLumMn CpeacTB 3awmnTbl MHopmaumum TpebosaHusaMm,
YKa3aHHbIM B SKCHﬂyaTaLlMOHHOVI AOOKyMeHTauunmn
2.3 | cnocobbl 3aWnTbl CUCTEMHOrO XXypHana permcTpauuMnm OT YHUYTOXEHUS Wi  mogmdukaumm
HapywuTenem
2.4 | mecTa xpaHeHus HocuTenen MNOH, cendbl 1 MeTannmMyeckmne wkadbl, HAOEXHOCTb NX 3aMKOB
2.5 | BbINOMIHEHME YCTAHOBIIEHHOIO NopsiaKka y4eTa u XxpaHenunsa Hocutenen MNOH
2.6 | daktnyeckoe Hanmume Bcex Hocutenen MNOH, B TOM YMcne yYeTHbIX XXypHanoB, Aen, JOKYMEHTOB
(mocTynuBLUKX, N30aHHbIX, NepeBEEHHbIX HA BbideNeHHOe XpaHeHne)
2.7 | daktnyeckoe Hanndme Bcex Hocutenen MNOH, nepegaHHbIX HA apXUMBHOE XpaHeHune
2.8 | HOMeHkNaTypa Aen C Luenbio BbligeneHnsa JOKyMeHToB, cogepxawmx MNOH, ona nepegaym B apxus
WIIN Ha YHUYTOXEHME
2.9 | NpaBWbHOCTb NPOCTABMEHUS PEMMCTPALMOHHBIX AAaHHBIX HOCUTENEW, LOKYMEHTOB, Aen U YYETHbIX
XypHarnos
2.10 | npaBWbHOCTb MPOCTABIEHUS B XypHane yvyeta Hocutenen MNAH 0OTMETOK 0 ABWXEHWUM HOCUTENEN
3 lModcucmema obecreyeHuUs1 yesilocmHocmu
3.1 | MexaHu3Mbl KOHTPOSS LIENIOCTHOCTM NakeToB OOHOBMEHMI nporpammHoro obecneyennss C3U ¢
NCNOMb30BaHNEM KOHTPOJIbHbLIX CYMM
3.2 | cooTBeTCTBME HACTpoek MK ycnoBun akcrnyataumm C3UM TpeboBaHusAM, ykasaHHbIM B
3KCMIyaTaunoHHOW AOKYMEHTaLUmUm
3.3 | uenoctHocTb mucnonb3yemoro MO, NyTeM BbIMUCNEHNSA KOHTPOSTbHbBIX CYMM
3.4 | Hannyue 3K3eMNNAPOB pe3epBHbIX konui MNMOH, NpegyCcMOTPEHHbIX B COOTBETCTBUMU C JTOKanbHbIMU
aKTamu
3.5 | LenocTHOCTb Co3gaHHbIX pe3epBHbIX Konui MOH NyTeM BOCCTaHOBIIEHUS AaHHbIX
3.6 | cbyHKUMOHMpPOBaHME Mpouedyp PEe3epBHONO0 KOMMPOBAHWS WM BOCCTAHOBIEHWS (MMUTaUMA B
crneunanbHO OTBEOEHHOW TEeCTOBOW 30HE  BbIMOSIHEHWMS  PE3EPBHOMO  KOMMPOBAHWA W
BOCCT@HOBIIEHUS AaHHbIX MPY aBapUNHOM pexmMe YHKUMOHMPOBaAHUS CUCTEMbI)
4 lModcucmema aHmueupycHoU 3awumal
4.1 | HanNn4yne yCTaHOBIIEHHbIX MPOrPaMMHbIX CPEACTB aHTMBUPYCHOW 3almThl HA paboymx CTaHUUAX 1
cepBepax
4.2 | cooTBeTCTBME HaAcTpoek M ycroBuh akcnnyataumm C3UM  TpeboBaHusAM, YyKasaHHbIM B
3KCMIyaTaunoHHOM AOKYMEHTaLMK
4.3 | npouecc cBOEBPEMEHHOIO OOHOBMNEHUSA MPOrPaMMHbIX CPEACTB aHTMBUPYCHON 3awuTsl (B T. Y. 6a3
OaHHbIX BUPYCHbIX CUTHAaTYp) Ha BCEX Paboynx 1 cepBepHbIX CTaHLMAX
4.4 | npouecc MOMHOr0 CKaHMPOBAHWS CUCTEMbl B PEXWME pearnbHOr0 BPEMEHW aHTUBUPYCHBIM
CcpeacTBoMm
4.5 | npouecc aBTOMaTU4ECKOW MPOBEPKM @HTUBUPYCHBbIM CPEACTBOM WCMOMb3yEMbIX OTYYXXAAEMbIX
HocuTernen
4.6 | npouecc NpUHYANTENbHON NPOBEPKM UCMONb3YEMbIX OTHYXKO3AEMbIX HOCUTENEN
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Ne

KOHTpOﬂbeIe NMPOBEPKN U 06bEeKThI npoBepokK

n/n
4.7 | npouecchbl 3alWMTbl OT 3apaXeHus BpefoHOCHbIM 1O (MMuTaumsa B crneuvanbHO OTBeOEHHON
N305MPOBaHHOM TECTOBOW 30HE MOMbLITOK 3apaxeHusi BpegoHOCHbIM MO cepBepHbIX U pabounx
CTaHUMI)
4.8 | HanNn4yne 3ahMKCUPOBAHHLIX CIly4yaeB 3apakeHusi BpedoHOCHbIM MO B CUCTEMHBIX XXypHanax M
oT4yeTax
5 IModcucmema obecrneyeHuss 6ezonacHoz20 mMexcemeao20 83aumodelicmeaust
5.1 | COOTBETCTBME YCTAHOBMNEHHbLIX MEXCETEBbIX 3KPAHOB YPOBHIO 3aALLMLLEHHOCTN HE HWXE, YeM 3TO
pernaMmeHTMpoBaHo pykosoaswmnmmn gokymeHtamm ®CTIK Pocecum
5.2 | cooTBeTCTBME HacTpoek W ycnoBui akcnnyataumm C3WN  TpeboBaHWsM, YyKkasaHHbIM B
3KCnyaTaunMoHHOM AOKYMEHTaLUum
5.3 | byHKUMOHMPOBAHNE CUCTEMbI CETMEHTALMM CETU (MMUTaLMS B CNeLmanbsHO OTBEAEHHOW TECTOBON
30He UNn B Hepaboyee BpPeMsi MOMbITOK MPOHWKHOBEHMSI B «3aKPbITbIA» CErMeHT CeTn u3
«OTKPbLITOro», B TOM YXCIe C NpUMeHeHnemM cneumansHoro M0)
5.4 | Hanuune 3aMKCUPOBAHHbLIX MOMbITOK OOpaLleHUs1 K «3aKpbITbIM» pecypcam B CUCTEMHbIX
XXypHanax
6 lModcucmema aHanu3sa 3awuweHHocmu
6.1 | BbiNONMHEHWe cBoeBpeMeHHoro obHoeneHus MO, ncnonb3yemoro Ansi aHanvsa 3alMLeHHOCTH, B
T. Y. 6a3 AaHHbIX YA3BMMOCTEN
6.2 | cooTBeTCTBME HaCTpoek WK ycnoBun akcnnyataumm C3UM  TpeboBaHWsaM, yKa3aHHbIM B
3KcnayaTauMOHHON AOKYMEeHTaumm
6.3 | Hanunuue 3acmkcmpoBaHHbIX NONbITOK HC/ (MMUTaLmMa NONbITOK NPeofoneHns CUCTEMbI 3aLUNTLI B
crneyunanbHO OTBEAEHHOW TECTOBOW 30HE UK B Hepaboyee BpeMs) B CUCTEMHbIX XypHanax
7 lModcucmema ob6HapyxeHuUs1 u npedomepauieHuss 8MOpPXKeHUl
7.1 | HacTpoOMKM cucTeMbl OOHapPyXeHWss W NpPedoTBpaLLEHMs BTOPXEHWA B COOTBETCTBUM C
3KCNyaTauMOHHON N TEXHUYECKON OOKYMEHTALUMNEN K HEN
7.2 | nudopmaumsa o cpabaTbiBaHUN CUTHANOB TPEBOIM
7.3 | noxHble cpabaTbiBaHWS CUCTEMBI
7.4 | cobniogeHne ycrnoBui UCNONb30BaHUSA CUCTEMbI OBHapyXXeHUst U NPeaoTBPaALLEHNS] BTOPXKEHWMN,
NPeayCMOTPEHHbIX SKCMyaTaUuMOHHON N TEXHNYECKON JOKYMEHTaUNeN
8 lModcucmema 3awyumsi om yme4ek no mexHu4eckum KaHanam
8.1 | yCTaHOBMEHHbIE HA OKHAX Xar3u, LUTOPbl U T. M. B NOMELLEHUsIX, rae Begetcs obpabotka MNOH
8.2 | pasmewieHne pgucnneeB pabounmx CTaHUuMK, CEPBEPOB U OEMOHCTpPAUMOHHOro ob6opynoBaHus
(MpoekTopbl, TENEBM30PbLI U T. M.) TakMm 06pa3oM, 4ToObI NCKNOYanacb BO3MOXHOCTb MPOCMOTpa
NOCTOPOHHMMUM NNLLAMIN TEKCTOBON N rpadomyeckon nHdopmaumm, cogepxawen MOH
9 KoHmponbHbie npoeepku e nodcucmeme ¢husuyeckol 3aujumai
9.1 | anekTpoHHble xypHanbl CKY[ Ha npegmeT nonbitok HC[, B 3awmiiaemMble NOMELLEHUS NuL, He
MMEILLMX NpaBa 4OCTyna B AaHHbIE NOMELLEHMSA
9.2 | Hannume kNYen (B TOM YMCNe 1 SMNEKTPOHHBIX MPOMYCKOB) OT 3aliMLlaeMbiX NOMELLEHNN, a TakkKe
NpoBeEpPKa COXPaHHOCTU BTOPbIX 9K3EMMISAPOB KIYen OT 3aluLiaeMbiX MOMELLEHWN
9.3 | 3aaBneHns 06 yTepsiHHbIX Ktodax (B TOM YMCIE U 3NEKTPOHHbBIX NPOMYCKax), N0 KOTOPbIM MOXHO
nony4nMTb OOCTYNn B 3aluiaemMble MOMELLEHVs, a TaK Xe MpuHSATbIX mep (BrokupoBaHue
3NEKTPOHHOIO NPOMycka, CMeHa 3amka)
9.4 | HagEeXHOCTb 3aMKOB, YCTAHOBIMEHHbIX B 3aLMLLaEMbIX MOMELLEHMAX
10 | Modcucmema Kpunmozpaguyeckol 3aujumsi
10.1 | cooTBeTCTBME HAcTpoek MK ycnoBuh akcnnyatauum CK3U  TpeboBaHusAM, ykaszaHHbIM B
3KCMIyaTaunoHHON AOKYMEHTaLMK
10.2 | COXPaHHOCTb SKCMITyaTaUMOHHOM N TEXHUYECKON AOKYMEHTAaLMM U KIToYeBbIX JokymeHToB Ha CK3U
10.3 | xypHanbl ydeta CK3W, akcnnyaTauMOHHass U TexHW4Yeckass OOKYMEHTauum K HUM, a Takke
ncnonb3yemble KpunTorpacgpmyeckme Koy Ha NpaBuibHOCTb MX y4eTa U XpaHeHus!
10.4 | dyHKumonnpoBaHme CK3W nytem uvmMuTaummM npoueccoB WMpoBaHus W gewmdpoBaHust

MHdopMaLmnn
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anInO)KEHVIe E CDopma oT4yeTa No UToram nposeaeHUA BHYTPEHHUX KOHTPOJIbHbIX
Mepoan/IFITI/IVI n npunmep ero 3anosfiHeHuA

Ta6nwu,a 4. OT4yeT nNOo wuToram nposeeHnd BHYTPEHHUX KOHTPOJIbHbIX
MEepPONPUATUI
Ne Darta 3aksnoyeHue o cTeneHu c
o TeneHb
n/n | MPOBeAeHus lNMpoBepka BbINONTHEHUSA YCTAHOBMEHHbIX BLINONHEHNS
MeponpuaTUA npasuvn

CootBeTcTBUE
YCTaHOBIEHHbIX
npae goctyna (B
gﬁzgsg:bgasax YcTaHoBneHHbIe Npasuia goctyna

1 01.01.2021 NAHHbIX I/I’T.I'I.) COOTBETCTBYIOT MNOMHOMOUMAM B BbinonHsiemcs
HONHOMOYMEM B pamMkax TpygoBbIX 06s13aHHOCTEN MOIHOCMbIO

Monb3osatenen MNOH

pamkax TpyaoBbIX
obs3aHHOCTEN
Monb3oBaTtenen
nax
CootBeTcTBUE
HaCTPOEK 1 yCroBum
akcnnyatauum C3W | HapylweHbl ycrnoBus akcnnyaTtaumm

5 01.01.2021 TpeboBaHuaM, SecretDisk (konMpoBaHue krtoya BobisisneHo
yKa3aHHbIM B LWndpoBaHNS Ha He3aLWULLLEHHbIN HapyweHue
3KCnnyaTauMoOHHON | HOCUTESb)
OOKyMeHTauun K
HUM
g:g;“;gum Mo pesynbtatam ummtauumn HCL k
nonbitok HCJI cepeepy 1C. byxrantepus cucrema Buisieriets]

pernctpauum HC[L, He

3 01.01.2021 AOMXHa 3aperMcTpupoBarsa AaHHble NOonbITKN B OMKINOHEHUZ om
permctpupoBsaTtb yCcmaHoBMEHHbIX
nonbiTkn HCL B CUCTEMHOM >XypHare B CBS3N C npaeus
CNCTEMHOM OTCYTCTBMEM COOTBETCTBYIOLLEIO
KypHane dyHKUMOHana
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MpunoxeHune XX CobbITUA 6e3onacHOCTH, noanexaiime perucTpawmm, U CpoKn ux
XpaHeHusA

Tabnuua 5. CobbiTna 6e3onacHOCTU, Nognexauwme perncTtpaymm, N CPoOKn nx

XpaHeHu4d
Ne H Cpok
n/ aMmeHoBaHue cobbITusA CocTaB u cogepxxaHue uHdopmaLmm o coobITUU XpaHe
6e3onacHoCTH 6e3onacHocTn
n Hus
O6Lwwue Tpe6GoOBaHNA K perncrpaumm coobiTuin 6e3onacHoOCTU
1 | Bxog (Bbixod), @ TakkKe NONbITKM BXOAa | e AaTa M BpeMsi Bxofda (BbixoZa) Mnonb3oBaTens B
cyObekToB poctyna B | cuctemy (M3 cuctembl) unm 3arpysku (ocTaHoBa)
NHPOPMALIMOHHYIO CUCTEMY U 3arPy3KN | ornepaLoHHON CUCTEMBI;
(ocTaHoBa) onepaLoHHOW CUCTEMBI e MaeHTUUKaTop cybbekTa aoctyna, 180
npeabaABeHHbIA NPy NONbITKE 4OCTYNa; .
e pesynbTaT NonbITKK BXxoAa (ycnewuHbin, Aren
HeyCneLlHbIRn);
e pesynbTaT NonbITKK 3arpysku (ocTaHoBa)
onepaunoHHON cucTembl (YCNeELLHbIN, HEYCMNeLHbIN)
2 | MopgkntoyeHne MalUMHHBLIX HOCUTENEN | e fata U BpeMs NOAKMYEHUs MalUUHHBIX HocuTenei
nHpopmaumn 1 BbIBOA WHMOPMaLMK | HGOPMaUMM 1 BbiBoAa MHOPMaLMU Ha HOCUTENM
Ha HocuTenun nHgopmauum nHopmaumu;
e flornyeckoe  MMs  (HOMep)  nogkto4Yaemoro 180
MaLUWHHOTO HOCMTENs HpopmaLuuu; OHen
® naeHTMdurkKaTop cybbekTa gocTtyna,
OCylLLeCcTBNAOWEro  BbIBOA  MHpoOpmaumnm  Ha
HocuTenb MHGOPMaLMK
3 | 3anyck (3aBeplueHne) nporpamm U | e garta v BpeMs 3anycka;
npoueccos (3apaHun, 3aaaY), | euma  (MaeHTMdMKATOP) nporpammbl  (npolecca,
CBSA3aHHbIX c obpaboTtkon | sagaHns); 180
3almLL@emMon HgopmaLmm e uaeHTUdMKATOP CybGbekTa 4oCTyna, 3anpoCHBLLErO |  AHel
nporpammy (npouecc, 3agaHue);
e pe3ynbTaT 3anycka (YCneLHbIn, HeyCneLUHbI)
4 | MNonblTkM  gocTyna  MpOrpamMmHbIX | e gaTta M BpeMsi MOMbITKM AOCTYNa K 3aljuaemMomy
cpeacTs K onpegensembiM | 06beKTY;
onepaTopom 3alluiiaemMbIM 0OLEKTaM | e uaeHTUdMKATOP CyGbekTa A0CTYNa;
AocTyna (TEXHUYECKUM CPEAcTBaM, | o cneuundmrkaums 3aluL,aemMoro obbekTa 180
y3nam ceTu, MHUAM (KaHanam) CBs3W, | (nornyeckoe UMs, Tvn); fHeil
BHELUHWM yCTpO/CTBaM, NPOrpaMMaM, | ¢ peaynbTaT ~ MOMbITKM  AOCTYNa  (YCMELHbIN,
TOMam, kaTanoram, annam, 3an1caM, | yeycrellHbIN)
nonsM 3anvcer) N MHbIM ObObEeKTam
goctyna
5 | MNonbITkn yaaneHHoro goctyna e laTa U BPEMS MOMbITKA yAaNeHHOro A0CTyna;
e MaeHTMduKaTop cybbekTa 4OCTyna, NCMONb3yeMbIN
NPOTOKON A0CTYNa; 180
e VICMNoOMNb3yeMbli MHTepdenc JocTyna; OHen
epesynbTaT  MNOMbITKM  ydareHHoro  gocTyna
(ycnewHas, HeycnelHas)
[JononHutenbHbIe TPeOOBaHUSA K peructpauum cobbiTun 6e3onacHoCcTu B BUPTyanbLHOMN
MHpacTpyKType
6 | 3anyck (3aBepLueHue) paboTbl | egata M Bpems 3anycka (3aBeplueHusi) paboTol
KOMMOHEHTOB BMPTYarnbHOW | runepem3opa W BUPTyanbHbIX MallWH, XOCTOBOW
NH(PACTPYKTYpPbI ONepaunoHHON CUCTEMBI, MPOrpamMm U MpPOLIECCOB B
BMPTYyanbHbIX MalUWHaX;
e uaeHTUMUKATOP Mnornb3oBaTens, npeabsBNEHHbIN 180
npy nonbiTke 3anycka (3aBeplueHusi) paboTbl nHel
yKa3aHHbIX KOMMOHEHTOB BUPTYanbHOM
WMHGPACTPYKTYpbI;
e pe3ynbTaT  3anycka  (3aBeplieHusi)  paboThbl
yKa3aHHbIX KOMMOHEHTOB BUPTYyanbHOM

NHPPaCTPYKTYpPbI (YCNELHbIA, HEeYCNELLHbIN)
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Ne

HanmeHoBaHue cobbITUA
6e3onacHocTH

CocTaB u cogepxaHue UHdopmaLm 0 coobITUM
6e3onacHocTu

Cpok
XpaHe
Hus

Hoctyn  cyObekToB
KOMIMOHEHTaM

NHPACTPYKTYpPbI

gocTyna K
BUPTYansHON

efaTa M BpeMsa [JocTyna cyObLekToB pJocTyna K
rmnepBM3opy M BUPTyanbHOW MalluHe, K XOCTOBOM
onepauuoHHON CUCTEME;

e AeHTUUKATOP nomnb3oBaTend, npeabsBNeHHbIN
npy nonbiTke [JocTyna cybbektoB Agoctyna K
yKa3aHHbIM KOMMOHeHTam BUPTYyanbHON
MHAPACTPYKTYpHI;

e pe3ynbTaT NoNbITKM JOCTyNa CyObeKTOB AocTyna K
yKa3aHHbIM KOMMOHeHTam BUPTYyanbHON
MHAPACTPYKTYPbI (YCRELHbINA, HeYCMNeLIHbIN)

180
OHen

MN3meHeHunsa B
KOHdpurypaumm KOMMOHEHTOB
BMPTYyanbHON MHMPACTPYKTYpbl BO
Bpems nx 3anycka,
(PYHKUMOHNPOBAHMS W annapaTHoOro
OTKITIOYEHMUS

CoCTaBe n

efaTa W BpeMs U3MEHeHMs B CcoOcCTaBe MU
KOH(bMrypauum BMpTyanbHbIX MalUWH, BUPTYarbHOrO
annapaTHoro obecrneyeHus, BUPTyanu3nMpoBaHHOIO
nporpamMmmHoro obecneveHuns, BUPTYyanbHOro
annapaTHoro obecnedyeHnss B runepsu3ope U B
BMPTYyanbHbIX MallnHaxX, B XOCTOBOW OMepaLyoHHON
cucTteme, BUpTyanbHOM ceTeBOM 0bopyaoBaHuK;

e MAEHTUUKATOP Monb3oBaTens, npeabsBeHHbIN
npuv NOnbITKE M3MEHEHMWS B COCTaBe M KOHGUrypaumm
yKa3aHHbIX KOMMOHEHTOB BUPTYanbHOM
WH(ppacTpyKTypbI;

e pe3ynbTaT MOMbITKA W3MEHEHUsT B COCTaBe MU
KOHbUrypaumm yKa3aHHbIX KOMMOHEHTOB
BUPTYyarnbHON WMHpaACTPYKTYpbl (ycnewHbin,
HeyCneLHbIN)

180
aHen

M3ameHeHns npaBun pasrpaHuyYeHus
AOCTyna K KOMMNOHEHTaM BUPTYanbHOM

NHPACTPYKTYpPbI

e laTa MU BpeMS M3MEHEHUS NpaBui pasrpaHNyeHus
goctyna K BuMpTyanbHOMY U buanyeckomy
annapatHoMy obecneyenunto, Kk dannam-obpasam
BMPTYanu3npoBaHHOrO MporpaMmHoro obecnevyeHus
M BUPTyanbHbIX MaliMH, K dpannam-obpasam,
NCMOorb3yeMbIM ans obecneyveHus paboThbl
BUPTYyanbHbIX annoBbIX CUCTEM, K BUMPTyanbHOMY
ceTeBoMy obopyaoBaHuto, K 3alwmiiaemon
WHdopmMauun, XxpaHumon u obpabatbiBaemon B
rMnepBM3ope 1 BUPTyasnbHbIX MallMHaX, B XOCTOBON
onepaumnoHHON CUCTeMe;

e OEHTMdUKATOP NOMb3oBaTenNs, NpPeabsBNEHHbIN
npy nNOMbITKE W3MEHEHWUs MNpaBuil pas3rpaHNYeHust
[ocTyna K ykas3aHHbIM KOMMOHEHTam BUPTyarbHOM
UHPACTPYKTYpHI;

e pesynbTaT NOMbITKN N3MEHeHNs npaswvn
pasrpaHMyeHns JoCcTyna K yKadaHHbIM KOMMOHEHTaM
BUPTYyanbHON WHPpaCTPYKTYypbl (ycnewHbin,
HeyCneLHbIN)

180
JHewn
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